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Abstract

Purpose - This study explores the detection of malicious nodes in Vehicular Ad Hoc Networks
(VANETSs) by means of vehicular trust ratings. It tackles the security and privacy risks of these
dynamic networks, acting as the heart of Smart Cities.

Method - Based on the CRISP-DM method, this paper evaluates five algorithms, such as SVC
and MLP. The approach specifically tackles data imbalance with Adaptive Synthetic Sampling
(ADASYN) and contributes to model transparency with SHapley Additive exPlanations (SHAP),
enhancing model interpretability.

Results — Although Support Vector Classifiers (SVC) outperformed conventional accuracy, the
improved MLP model trained with hyperparameter tuning for security was found to be better.
ADASYN was used to augment the MLP, which achieved a critical recall rate of 1.00 (all nodes
were successfully identified as malicious).

Discussion — This is due to the fact that false negatives must be eliminated as a necessity for
safety-critical systems. The MLP model’s ability to identify every threat and prevent the
general occurrence of a threat from occurring is more valuable than the SVC’s ability to
capture threats overall, backed up by elaborate data engineering.

@ This is an Open Access article distributed wunder the terms of the Creative Commons Attribution License
@ (http://creativecommons.org/licenses/by/4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the
Ef original work is properly credited.



Implication — The results suggest that Explainable Al with SHAP is needed in high-stakes areas
such as interconnected roads. Proper accuracy is not enough, and intelligent transportation
systems should be transparent and have a high recall for safety and reliability.

Conclusion — The work suggests the importance of a customized tuning for VANET security.
Given a recall of 1.00, the MLP model, which is ADASYN-based, protects the network from
adversary behavior that is well-documented, showing the class imbalance in the intrusion
detection problem.

Recommendation - For intelligent transportation systems designers, system recall should
have zero false negatives to make recall the most effective solution to ensure zero false
negatives. Explainability frameworks in synthetic sampling can also be integrated into future
frameworks to reduce dataset imbalance, ensure that the dataset is unbiased and trustworthy,
and make sure that automated decisions made would be dependent and transparent
decisions will be performed automatically.

Keywords — Vehicular Ad Hoc Networks (VANETs), Machine Learning, Adaptive Synthetic
Sampling (ADASYN), Explainable Al (SHAP), Predictive Analytics in Education.

INTRODUCTION

The Advancement of Vehicle Connectivity

The Fourth Industrial Revolution has heralded a major shift to the Internet of Vehicles (loV).
As a part of this paradigm, Vehicular Ad Hoc Networks (VANETs) provide continuous
communication between vehicles and infrastructure that will enhance traffic control and
collision avoidance (Rashide et al., 2023). However, the open, decentralized nature and high
mobility of VANETs introduce specific threats that traditional perimeter defense cannot
address.

The Threat Landscape

Adversaries exploit this expansive landscape to carry out sophisticated routing attacks.
Two of the most damaging ones are the Blackhole attacks, where malicious nodes create fake
paths to attract and discard all network traffic, Blackholes, and the Greyhole attack, a more
sophisticated technique in which nodes filter out critical safety information but still send
normal messages over the system, making it more difficult to detect (Kamis et al., 2023).
Furthermore, the data leakage is not limited to data loss, and can affect physical safety, such
as accidental accidents by hiding braking signs, and the safety of the user; the movement
pattern tracking may be responsible for privacy breaches as well. Against these threats,
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Trust Management and Machine Learning systems are developed to evaluate node
reliability using behavioral analysis instead of identity verification. New developments include
the implementation of blockchain technology to maintain the veracity of data, but the
dynamic characteristics of the VANETs make standard trust establishment difficult (Siddiqui
et al., 2023). Thus, this study utilizes Machine Learning in the realm of the CRISP-DM method
and identifies trust verification as a classification issue. Supervised models can also identify
statistical patterns of malicious behaviors by inspecting spatial attributes in conjunction with
trust indices (Schréer et al. 2921).

Class imbalance, where benign nodes are prevalent to an extent while malicious entities
are far less well balanced, presents a major challenge in this area. Because of this difference,
standard algorithms can be biased towards accuracy with high false negatives and lower
accuracy rates. To remedy the problem, Kovécs (2019) suggested the Synthetic Minority Over-
sampling Technique (SMOTE) for effectively handling general class imbalance when the
minority class is relatively distinct or clustered. Furthermore, Khani et al. (2025) presented
Adaptive Synthetic Sampling (ADASYN), as compared to a more complex or overlapping class
boundary, where class separation is problematic for the model. Finally, Paliwal et al. (2025)
employed Explainable Al approaches, including SHAP, to improve accuracy at generating a
synthetic representation of the minority class in complex feature spaces and force the
classifier to closely draw decision boundaries around malicious nodes.

LITERATURE REVIEW

The field is very diverse and multifaceted, and academic discussion of VANET security is
just the same. In this subpart, | summarize some of the significant work in threats and trust
for communication systems and introduce machine learning for intrusion detection. The
Threats of loV in Evolution

The Threats of IoV in Evolution

Much of the interest in Vehicular Ad Hoc Networks (VANETs) has been on building
cryptographic authentication to prevent unauthorized access. However, as illustrated by
Abreu et al. (2024), recent assessments reveal that there exist significant threats from internal
adversaries emerging from authenticated nodes. A trusted node does much damage to the
network whenever it engages in malicious activities, while retaining legitimate cryptographic
credentials. There are several threats, among which routing attacks are notably concerning.
By exploring routes, Blackhole and Greyhole attacks can disrupt the Ad hoc On Demand
Distance Vector (AODV) routing protocol. Kamis et al. (2023) highlight the stealth of the
Greyhole attacks by emphasizing that it can be difficult to differentiate between intermittent
loss or signal loss, during which adverse channel conditions may also cause packet loss or
delays and may result in network congestion. Additionally, Paliwal et al. (2025) refer to a
quantitative study by Schréer et al. (2021) that illustrates the potential pitfalls of conducting
coordinated assaults from multiple source nodes, some of which (though also not limited to
the "evil nodes") may be in fact malicious as collaborating groups.
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This raises the pressing demand for interconnected networks (ICs), which adopt
collaborative detection or information-sharing approaches among interconnected systems.
Machine Learning based vehicular intrusion detection

Machine Learning-based Vehicular Intrusion Detection

Vehicular Ad Hoc Network (VANET), also referred to as vehicular-specific traffic, is being
protected using Machine Learning (ML) to enable the evolution from signature to anomaly
detection. In contrast to typical IDS, which follow certain attack signatures and are unable to
mitigate zero-day vulnerabilities, ML models have a strong ability to grasp the statistical
tendencies of the so-called "typical" network and can also create signals that can serve as
warning indicators if any anomalies are detected. In this domain, the Support Vector Machines
(SVM) and Random Forests (RF) became the major benchmarks. Rashid et al. (2023) used
these algorithms as part of a distributed model in Apache Spark to be able to determine
Distributed Denial-of-Service (DDoS) attacks and obtained significant accuracy. However,
finding its best feature set is difficult.

Al Sarem et al. (2022) have tackled that issue in this research by establishing an aggregated
mutual information-based feature selection technique and showed that dimensionality
reduction accelerates training and is associated with a higher detection performance by
reducing noise impeding it. Moreover, the Deep Learning (DL) techniques are advancing
detection capabilities. Based on this study, Gajiwala (2025) presented a secure IDS using DL
approaches such as Convolutional Neural Networks (CNN) for spatial feature extraction and
Long Short-Term Memory (LSTM) units for retaining temporal dependencies in traffic flows.
These sophisticated models are good at tracking complex and continuously changing attacks,
but are computationally intensive; they are not so optimized for real-time events.

Class Imbalance and Model Interpretability

Class imbalance in intrusion detection datasets is a common problem. Malicious activity is
rare in its existence, leading to models trained on raw data that classify the majority class
(benign) overwhelmingly, and obtain relatively high accuracy with zero recall for the attacks.
Alharbi (2025) developed ways of dealing with this problem and observed that ADASYN
(Adaptive Synthetic Sampling) outperforms SMOTE for scenarios containing complex
decision boundaries. As SMOTE generates synthetic samples evenly across minority instances,
ADASYN selectively adds samples if the minority class is surrounded by the majority class
sample region to effectively increase areas considered most suitable for replication. And then,
the "black box" feature of Al in the security domain is addressed through Explainable Al (XAl).
Reynaud & Roxin (2025) proposed that building transparency improves trust, and more
techniques like SHAP can also explain localized features that characterize targeted elements
on attack maps for individual nodes on networks to allow a local explanation for nodes that
are classified as malicious under certain conditions like those whose packet forwarding rate
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had significantly decreased: a statement provided in the review of this paper. Such
interpretability is essential for forensic work and to improve trust in models themselves.

Theoretical Framework

This research is grounded in the mathematical principles of the selected classification
algorithms and the techniques used for data augmentation and interpretation. A rigorous
understanding of these foundations is essential for interpreting the experimental results.

Logistic Regression

Dey et al. (2025) explain that Logistic Regression (LR) is a probabilistic linear classifier. It
models the log odds of the probability of an event (a vehicle being malicious, Y=1) as a linear
combination of independent variables X. The relationship is defined by the sigmoid function
sigma (z):

o(z) = L Equation 1

Using -z in the exponent, when z is very large, e™“ approaches 0, making the probability
approach 1. When z is very small (negative), e”? becomes very large, making the probability
approach o. From equation 1, where z = Bg+B1x1 + - + BnXy. The probability P(Y=1|X)is thus
constrained between o and 1. The model parameters 3 are estimated using Maximum
Likelihood Estimation (MLE), typically by minimizing the binary cross-entropy loss function
(Log Loss):

IB) = — 5 Z[yPlog(y?V) + (1 - y©)log(1 — )] Equation 2

1
m
LR serves as a robust baseline due to its simplicity and interpretability, though it assumes a
linear decision boundary, which may be insufficient for complex attack patterns (Anish et al.,
2023)

Random Forest and Gini Impurity

Random Forest (RF) is an ensemble learning approach that builds a large number of
decision trees at training time. And bagging (bootstrap aggregating) is the way to lower
variance and overfitting. The mode of the class votes (for classification) or regression value
(for regression) computed by individual trees is used as a prediction. The essence of the RF
algorithm is the splitting criteria of nodes (Yang & Wang, 2025). This work makes use of Gini
Impurity, which measures the frequency of a randomly chosen element from the set that
would be incorrectly labeled if it were assigned alabel by random, based on that subset's label
distribution. Within a set of C classes with probabilities pi, the Gini Impurity is:

Gini(D)=1-Yf_, p? Equation 3
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During training, the algorithm searches for the split that maximizes the Gini Gain (reduction in
impurity).
Support Vector Classifier (SVC)

Support Vector Machines (SVMs) are powerful supervised learning models that construct
a hyperplane or set of hyperplanes in a high-dimensional space. The optimal hyperplane is the
one that maximizes the margin, the distance to the nearest training data points of any class
in functional margin (Zhong & Du, 2023). For non-linearly separable data, SVC employs the
kernel trick to map the input space into a higher-dimensional feature space where linear
separation is possible. We utilize the Radial Basis Function (RBF) kernel:

K(x;x;) = exp(—v||xi — x| %) Equation 4

where y defines the influence of a single training example. The optimization problem involves
minimizing the hinge loss function with an L, regularization term:

r:_itr: %Ilwll 2+ CXL;max (0,1 —y;(w- B(x;) + b)) Equation 5

Here, C is a regularization parameter that controls the tradeoff between maximizing the
margin and minimizing the classification error on the training data.

K Nearest Neighbors (KNN)

KNN is a non-parametric, instance-based learning algorithm. It classifies a new data point
based on the majority class of its k nearest neighbors in the feature space. The "closeness" is
defined by a distance metric (Syriopoulos et al. 2023; Maity et al., 2020). In this study, we
employ the Minkowski distance, a generalization of Euclidean and Manhattan distances:

1
D (X, Y)= (ZiLylxi — yil P)p Equation 6

When p=2, this becomes the Euclidean distance. KNN is sensitive to the local structure of the
data and the scale of features, making feature standardization a critical prerequisite.

Multi-Layer Perceptron (MLP)

The MLP is a class of feedforward Artificial Neural Networks (ANN). It consists of at least
three layers of nodes: an input layer, a hidden layer, and an output layer (Ruangkanjanases et
al. 2024). Except for the input nodes, each node is a neuron that uses a nonlinear activation
function.

The output of a neuron jin layer 1is given by:

al” = f(%; o}’ + bl) Equation 7

=
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where fis the activation function. This utilizes the ReLU (Rectified Linear Unit) activation, f(x)
= max (0, x), for hidden layers due to its efficiency and resistance to the vanishing gradient
problem. The network is trained using Backpropagation, which computes the gradient of the
loss function (Cross Entropy) with respect to the weights using the chain rule, allowing for
weight updates via stochastic gradient descent or its variants like Adam.

Adaptive Synthetic Sampling (ADASYN)

ADASYN is an advanced oversampling technique for imbalanced datasets. Unlike SMOTE,
which generates synthetic samples uniformly for the minority class, ADASYN uses a weighted
distribution for different minority class examples based on their level of difficulty in learning
(Alharbi 2025; Sulaiman et al., 2025)

The algorithm calculates a ratio rj= A;/K for each minority example x;, where A; is the
number of majority class examples in the K nearest neighbors of x;. The number of synthetic
samples g; generated for x; is proportional to r;. This focuses the synthetic data generation
on the "hard" examples near the decision boundary, forcing the classifier to learn the complex
nuances separating malicious from benign behavior (Afane & Zhao, 2024).

SHapley Additive exPlanations (SHAP)

SHAP is a game-theoretic approach to explain the output of any machine learning model.
It assigns each feature an importance value for a particular prediction (Movsessian et al.,
2021). The SHAP value @;for a feature i is calculated as the weighted average of the marginal
contributions of that feature across all possible coalitions of features:

ISI!'(IFI=]S[=1)Y .
0i = Xsch®— rp Equation 8

where F is the set of all features and f; is the model trained on the subset S. This allows us to

decompose a prediction (e.g., "Malicious") into the sum of contributions from trust_rating,
location x, etc., providing local interpretability.

RESEARCH METHODOLOGY

The CRISP DM Approach

This research is structured according to the Cross Industry Standard Process for Data
Mining (CRISP-DM), ensuring a systematic workflow from data ingestion to model evaluation.

Business Understanding

The strategic goal is to secure the loV infrastructure. In a cybersecurity context, the cost
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of misclassification is asymmetric. A False Negative (FN) classifying a malicious vehicle as
benign allows an attacker to persist in the network, potentially executing Blackhole attacks
or injecting false safety data (Schrder et al., 2021). A False Positive (FP) flagging a benign
vehicle as malicious results in a temporary denial of service for that vehicle or a requirement
for secondary authentication. Given the safety-critical nature of VANETs, minimizing FNs
(maximizing Recall) is the paramount objective.

Data Understanding and Gathering

The dataset trust_rating vehicle.csv serves as the empirical basis for this study. The
dataset was obtained from a simulation with a vehicular network scenario involving 500
unique vehicle identities.
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Figure 1a. Simulation scenario for a smart city in Makati.

The simulations have been mainly conducted on VEINS Simulator 3.0, an event-driven
simulator for VANETs coupled with SUMO version 0.32.0 to exhibit fluidity in the mobility
pattern, and OMNeT++ version 5.7 for simulating the network functionalities in this context
(Upadhyay et al., 2023; Bachmeier et al., 2020). The simulations in particular were generated
for a location based in Makati City with an area of about 4 km? that consists of Magallanes
Avenue, Buendia Avenue, EDSA Highway, and Osmefia Highway, shown in Figure 1a.

Performed during peak-hour to truthfully reproduce real-life conditions; engineering was
achieved through the collection of 500 hello messages necessary for training and validating
the machine learning classifiers built on localities datasets collected at these rush hour periods
(Alvarez et al., 2025; Sommer et al., 2021). In addition, multiple layouts were tested to
increase realism and coverage over the study parameters. In this paper, the two-lane
configuration was simulated with Poisson-distributed vehicles and speeds between 10 m/s
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and 35 m/s, resulting in well-structured setups equipped with advanced mobility models as
well as communication protocols to generate datasets mirroring complex interactions
occurring in dynamic vehicular networks.

Hardware and software requirements

Figure 1a illustrates the significant hardware and software ecosystem needed to ensure
appropriate computational fidelity of Vehicular Ad Hoc Network (VANET) simulations.
Moreover, the study uses a set of all-inclusive software to enable high-fidelity modeling of
vehicular dynamics and network dynamics, such as VEINS Simulator 3.0, SUMO 0.32.0, and
OMNeT++ 5.7.1. Google Colab provides a cloud-application-specific and flexible execution
environment for this integrated stack (Sommer et al., 2021). The proposed hardware
configuration for the software above necessitates a 64-bit OS running a 4-core CPU and 16 GB
RAM for concurrent processing threads to handle the processing intensity of the above-
mentioned applications. In addition, a huge 200 GB SSD is needed for fetching data in real
time, and a dedicated 1GB GPU is required for rendering graphics. These specifications are also
corroborated by the contemporary literature, such as Alvarez et al. (2025), confirming these
criteria as essential to ensure the reliability and reproducibility of such complex smart city
simulations.

Machine Learning Approach to Data-Driven Trust Model

This model complemented the empirical methods by defining ‘direct trust’ as a measure
derived from the data encapsulated within messages. The system used the data from
periodically exchanged hello messages to calculate trust (Veerabudren & Ramsurrun, 2024).
These V2X messages, which are critical for establishing trust, contained the source's ID,
location, moving velocity, and departure time. As a result, the trust computation was
triggered when the node 'x' sent a V2X message to the neighboring node 'y' (Figure 1b).

Sevant City of Makort! intersection: VX Communication

— NV

) / |

=== Vehicie-to-Network
V2N Purple

e \phicke to-Pedestrian
Sateline Uplink

Figure 1b. Simulation Scenario: Smart City of Makati in V2X communication.
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These observations in their trueness become the basis for evaluating local trustworthiness,
and observations of other nodes can be aggregated to create a comprehensive reputation

score (Gazdar et al., 2022).

This trust_rating score was particularly important in identifying the malicious entities in
the network, as it was based on promiscuous mode, where it collected data for effective
anomaly and misbehavior detection (Refaee et al., 2021). The vehicle, for each x, was
evaluated on the direct trustworthiness of vehicle x, depending on the content of the received
hello message. As seen in Figure 2, node y defines node x as a neighbor in its transmission
range to measure its direct trust so that misbehaving nodes can be detected. Moreover, by
acquiring direct trust values from every node via roadside units, the service was further
accessible, which resulted in a misbehavior detection method that categorized vehicles as
either standard or misbehaving (Liu et al., 2022). Such classification is done taking into account
multiple vehicle characteristics such as speed, location, and acceleration to recognize
abnormal behavior that may show malicious intent. For example, a large discrepancy between
reported velocity or position with sensor readings or predicted tracks may signal a potentially
malicious vehicle, and early isolation may be necessary for network integrity.

Spatial Distribution Analysis

Figure 1c is a scatter plot diagram as an output from VANTSs simulations. Clear and distinct
visual signs can be shown by circles for 'False' and 'X's for 'True,' which indicate that the style
parameter is being used to represent a categorical variable ("Is Malicious?"). The diagram is a
brief sketch of a vehicle-centric VANETSs simulation.

rdinste

Vehicle Locations by Malicious Status

Figure 1c. Spatial distribution of vehicle locations by maclicious status
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Anomaly Detection

The main emphasis lies here on the differentiation between "Malicious" (True/Red X) and
"Non-Malicious" (False/Blue Circle) nodes. This visualization allows researchers to quickly
assess both the density and the configuration of potential intruders.

Pattern Recognition

From the plot analysis, malicious nodes are found to be distributed throughout the grid,
instead of concentrated in any particular area. This points to a distributed threat model, not
one that shows up with localized attacks. Moreover, the lack of red ‘X’s as opposed to these
bluish circles highlights the class imbalance condition generally found in intrusion detection
datasets, where the amount of legitimate traffic is much higher than malicious traffic.

Dataframe Presentation of the Dataset and its Statistical Description

Figure 1d shows the obtained data, which were a simulated but realistic approximation of
vehicle data, containing real-time information on locations and behaviors. Any system that
dealt with sensitive personal data needed to emphasize safety and security, human rights, and
emergency response. Access to this information was governed by strong data privacy
standards, as outlined in Republic Act 10173, also known as the Data Privacy Act of 2012 (Fabito
et al.,, 2018). In the data-driven culture prevalent at the time, ethical data use was more than
just a duty; it was both an inherent competitive advantage and a prerequisite for developing
and maintaining trust.

Data Loading and Exploration
Dataset loaded successfully.

Dataset shape: (508, 5)

First 5 rows of the dataset: Descriptive Statistics:
*® y malicious wvehicle no trust_rating x y vwehicle_no
® 9.507143 3.745401 False e 28.902961 count 500.00000Q 500.000000 500.000000
1 5.986585 7.31993% False 1 8.836869 mean 5.080467 4.662664 249, 500000
2 1.559545 1.560186 False 2 2,81959% std 2.861841 2.965991 144.481833
3 8.661761 0.580836 False 3 0.018005 min 0.846320 9.0586146 2.000000
4 7.880726 6.011158 False B 8.91838 25% 2.57899@ 1.838608 124,750000
50% 5.185839 a. 3 245, 50000¢
Dataset Info: 75% 7.536694 7.167486 374.256000
<class 'pandas.core,frame.DatafFrase’> max 9.997177 9.966368 499.p800680
Rangelndex: 560 entries, @ to 499
Data columns (total 5 columns): Class Distribution
it Column Non-Null Count Dtype malicious
------------------------- False 422
@ x 500 non-null floated True 78
1 v 500 non-null floatés Name: count, dtype: int64
2 malicious 560 non-null bool
3  wvehicle_no 580 non-null int6a
4 trust rating 560 non-null object

dtypes: bool(1), float64(2), int64(1), object(l)

memory usage: 16.2+ KB

Figure 1d. Dataframe presentation of the dataset and its statistical description
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The dataset illustrated in Figure 1d is composed of 500 data points, and there are 5 unique
features. The "Class Distribution" section shows that our data contains 422 instances of
Benign (False) and only 78 episodes with Malicious (True), leading to this great imbalance.
Class imbalance presents a significant challenge in intrusion detection datasets. Instances of
malicious activity are notably infrequent, leading to models trained on unprocessed data that
tend to classify the majority class (benign) overwhelmingly, achieving high accuracy while
resulting in zero recall for attacks.

Alharbi (2025) introduced strategies to address this issue and found that ADASYN
(Adaptive Synthetic Sampling) surpasses SMOTE in scenarios with intricate decision
boundaries. While SMOTE generates synthetic samples at a consistent rate between minority
instances, ADASYN selectively synthesizes in regions where the minority class is encircled by
majority class examples, effectively enlarging areas deemed most advantageous for
expansion.

Furthermore, the challenge of the Al "black box" phenomenon in security contexts is
tackled through Explainable Al (XAl). Reynaud & Roxin (2025) proposed that enhancing
transparency fosters trust. Additional methodologies, such as SHAP, provide localized
explanations for individual markers on attack maps within networking environments,
clarifying why specific nodes—such as those experiencing a notable decline in packet
forwarding rates are classified as malicious. This level of interpretability is crucial for forensic
investigations and refining the trust models themselves.

SHAP Dependence 'X times Trust and Distrust Rating

This evidence, on the basis of SHAP Dependence plots, is used to see the direct impact, as
seenin Figure 2. Figure 2(a) shows that the distrust_score and the SHAP value show a positive
correlation, and the SHAP values also vary with a trend: the SHAP value increases sharply
when distrust_score is greater than 0.25, suggesting that the SHAP data predicts a more
malicious-based node prediction, resulting in a larger relation between the nodes and distrust
(Atwa et al., 2021).

(0) SHAF Dependence Flal 'Dbtrest Seare’ () SHAF Dependence Plaf fur X fhimes Trnt Matisg

Figure 2. SHAP Dependence Plots for 'X times Trust and Distrust Rating
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Conversely, the color gradient for trust_rating also displays an inverse interaction between
nodes high in distrust (right) and data points low in trust_rating (blue), which signifies the
effectiveness of the model to separate the nodes with high distrust and low trust as high-risk
entities. Figure 2(b) illustrates Behavioral Correlation; the regression plot shows a strong
negative correlation between Trust Rating and Malicious Status. Benign nodes are
concentrated at high trust scores (>0.6) while malicious ones populate the lower spectrum.
The shaded confidence interval narrows sharply at the extremes, indicating that trust_rating
is a high-confidence discriminator (Stow & Stewart, 2025).

Feature Engineering and Correlation Analysis

Table 1 presents a feature engineering stage of a machine learning pipeline, most
obviously for network security or anomaly detection. This involves feeding a dataset,
X_engineered, with derived metrics to extract particular behavioral attributes. The data
structure combines spatial features and reputation scoring. The coordinates of the dataframe
(x, y, distance_from_origin) & interaction terms (x_times_y) suggest that the dataframe is
looking at nodes inside a geometric shape.

Table 1. X-engineered with new features

Index x y trust_rating x_times_trust_  y_times_trust_rating
rating

0 9-507143  3.745401 0.902961 8.584579 3.381951

1 5.986585  7.319939 0.836869 5.009987 6.125830

2 1.559945 1.560186 0.819595 1.278523 1.278721

3 8.661761 0.580836  0.018005 0.155955 0.010458

4 7.080726  6.011150 0.918380 6.502797 5.520520

x_times_y trust_rating_  distrust_ distance_from_origin is_very_low_trust

squared score

35.608063 0.815339 0.097039  10.218307 0

43.821437 0.700350 0.163131 9.456252 0

2.433804 0.671736 0.180405  2.206266 o]

5.031063 0.000324 0.981995  8.681214

42.563306 0.843422 0.081620  9.288197

Meanwhile, we also build up trust_rating into polynomial and inverse features, such as
distrust_score (the mathematical complement to trust). One particular point that catches this
attention is that the logic put in place for the new factoris_very low_trust. Forinstance, row
index 3 of the data shows a minuscule trust_rating of about 0.018. This condition activates the
is_very low_trust binary flag as 1 while the other rows with more trust scores stay at o. This
confirms setting a threshold-based classifier designed to identify low-reputation entities. We
confirm that the last shape of the data set is true (500, 10), implying 500 observations, with
10 specific quantitative features ready for modeling later.
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Multicollinearity Analysis

The feature correlation heatmap validates the engineered features. The heatmap below
in Figure 3 depicts a correlation matrix of ten engineered features and their linear
relationships, as captured by the Pearson correlation coefficients ranging from 1.00 to -1.00,
as in a perfect inverse relation to a perfect direct one. The key result is the absolute, negative
perfect relationship (r=-1.00) of trust_rating with distrust_score. The deterministic inverse
suggests that distrust_score can be aptly described by the formula with trust_rating involved
through a straight relation pattern.

Correlation Matrix of Englneered Features

1.00
1 0'01 Ao
0.75
0.01 100 0.91 073
1.00 EEKi3 0.50

trust_rating 0.0 1.00
x_times_trust_rating . .
y_times_trust rating 0, .

- u n
-

-0.00

x_times_y 3

-=-0.25

trust_rating_squared -0.06 0.03

distrust_score SR 036 037 -0.01

dls‘an(e 'rom ongln uﬂ u e

0.2 022 -0.03 @ 046

-0.50

1.00
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is_very_low_trust
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is_very_low_trust .
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B

x_times_trust_ratin

y_times_trust_rating
trust_ratin
distance_from_ori

Figure 3. Correlation analysis of engineered features

Therefore, a regression/classification model comprising both variables will have perfect
multicollinearity, meaning it will unnecessarily add dimensions but no value. Similarly,
trust_rating has a nearly perfect positive relationship (r=0.98) with trust_rating_squared, so
chances are the distribution of trust ratings never gets past zero, or is otherwise monotonic
in the same range. These interaction terms also possess significant multicollinearity with their
base variables. As an example, y_times_trust_rating is also strongly correlated with y (r=0.91),
while x_times_trust_rating is also highly correlated with x (r=0.88). Similarly, no spatial
correlation is found (r=0.01) for coordinates x and y, and this verifies their statistical
independence. Finally, distance_from_origin is very closely related to x_times_y (r=0.83),
indicating the geometrical dependencies caused by feature engineering.
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Model Development and Performance Evaluation

Modeling and hyperparameter tuning implemented five classifiers using the Scikit learn
library, composed of Logistic Regression, Random Forest, SVC, KNN, and MLP. Feature
Engineering and Resampling Impact confirmed that the combination of advanced feature
engineering, including the is_very low_trust feature and ADASYN resampling, significantly
improved the detection capabilities across all models, particularly for the malicious class.

| | - ‘
()
£

(0) Baseline Model Confusson Matrix (h) Optimized Model (SMOTE}

Figure 4. Hyperparameter tuning with SMOTE

In Figure 4 (a), the "Baseline Model" is more efficient in threat detection and detects all 16
malicious instances (True Positives), without any False Negatives. The "Optimized Model
(SMOTE)" of Figure 4 (b), on the other hand, shows only a slight loss of sensitivity. It wrongly
categorizes one malicious vehicle as benign (False Negative), which generates 15 True
Positives (Malhotra & Khan, 2024). This is consistent with the reported recall of 0.94 for the
SMOTE-trained variant. Thus, the SMOTE-based optimization resulted in a strong model, but
the visual evidence shows that the configuration in Figure 4 (a), probably the ADASYN variant,
was well-suited for this important task of identifying malicious nodes.

SHAP Global Features of Importance for MLP

In hyperparameter tuning, random_state=42 needs to be rigorously applied. The
MLPClassifier is shown in Figure 53, in the form of a snippet, embedded with a list of specific
structural parameters, including hidden_layer sizes = (64, 32) and solver = 'adam', which
implies a preceding optimization phase where these specific values were selected as optimal.
Grounding the pseudo-random number generator across the data split, ADASYN resampling,
and weight initialization allows the researcher to isolate the performance of the model from
stochastic variance. This determinism requirement for good tuning also helps to guarantee
that any improvement on any metric will be due to the chosen hyperparameters, rather than
from random shuffling or favorable initial weights. The fixated seed ensures the
reproducibility and internal validity of the optimization process.
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Figure 5a. Hyperparameter tuning with ADASYN

MLP (Tuned ADASYN) excels in malicious recall; this model achieved a perfect recall of 1.00
for the 'malicious’ class, making it highly effective at identifying all malicious instances (Soni
et al, 2024). The Support Vector Classifier (SVC) shows strong overall performance,
demonstrating the highest overall accuracy (0.96), weighted Precision (0.96), weighted
Recall (0.96), and weighted Fi-score (0.96). Random Forest and Logistic Regression were
competitive; both models showed strong performance with weighted metrics around 0.95
(Random Forest: 0.9870, Logistic Regression: 0.9754). The K-Nearest Neighbors (KNN) model
generally showed slightly lower performance across most metrics compared to the other
models, with a weighted F1-score of 0.9414 (Marioriyad & Ramazi, 2025).
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Figure 5b. SHAP global features of importance for the MLP (Tuned ADASYN) model
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Figure 5b depicts specifically the SHAP Global Feature Importance plot, which shows the
interpretability of the Multi-Layer Perceptron (MLP) model trained with ADASYN. The scatter
plot indicates distrust_score as the strongest variable driving model prediction (Yang et al.,
2023). The color gradient provides insight into the phenomenon in the context of high
distrust_score values (referring to red), positive SHAP values are detected, strongly increasing
the bias in the classification towards the "Malicious" classification. In contrast, trust_rating
and trust_rating_squared illustrate the reverse; high (red) values result in a negative SHAP
value, which suggests they are associated with "Benign" outcomes.

Moreover, the model prioritizes engineered interaction terms, e.g., x_times_trust_rating,
over raw spatial coordinates, like x and y, that come at the bottom levels (Yang et al., 2024).
It demonstrates how the model utilizes behavioral metrics (trust), their interaction with
location, rather than relying on simple geolocation, to detect threats.

RESULTS

The models' effectiveness was assessed using the test set that was conducted, which
underwent scaling and feature engineering. The result emphasized Recall for the malicious
category, while also keeping an eye on Precision to verify that the models were not
categorizing all instances as malicious indiscriminately.

Performance Metrics

The table below consolidates the performance metrics of all models presented in Table 2.
It emphasizes the results related to the "Malicious" class, which is the primary focus of this
research.

Table 2. Comparative Analysis of all models

Model Accuracy Weighted Weighted Weighted AUC Malicious
Precision Recall F1Score (Malicious) Recall

SvC 0.9600 0.9600 0.9600 0.9600 0.9717 0.88

MLP (Tuned 0.9564 0.9564 0.9400 0.9436 0.9859 1.00

ADASYN)

Random 0.9515 0.9515 0.9515 0.9506 0.9870 0.82

Forest

Logistic 0.9515 0.9515 0.9515 0.9506 0.9754 0.88

Regression

KNN - 0.9440 - 0.9440 - 0.9440 - 0.9414 - 0.9137 - 0.82

Comparative Analysis
The best-performing model for detecting malicious instances, considering a balance of

recall and precision, is the MLP (Tuned ADASYN) model, closely followed by SVC. While SVC
has slightly higher overall accuracy and weighted F1, the MLP (Tuned ADASYN) achieves the
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highest recall for the malicious class (1.00), meaning it correctly identifies all malicious
instances in the test set. Given the critical nature of not missing malicious activities, this high
recall is highly desirable, even with a slightly lower precision for the malicious class.

MLP (Tuned ADASYN) excels in malicious recall. The MLP (Tuned ADASYN) model
achieved a perfect recall of 1.00 for the malicious class, indicating that it successfully identified
all actual malicious instances in the test set. This is a significant improvement from previous
iterations and is crucial for threat detection systems. SVC shows strong overall performance.
SVC demonstrated the highest overall accuracy (0.96) and weighted F1-score (0.96) among
all models, with excellent precision (0.88) and recall (0.88) for the malicious class. Random
Forest and Logistic Regression are competitive: Both models showed strong performance
with high accuracy and weighted F1-scores around 0.95, and good precision/recall for the
malicious class (0.82/0.88).

KNN is slightly lower. KNN had slightly lower overall metrics, particularly for precision and
F1-score, for the malicious class compared to the other top models. Impact of Feature
Engineering and ADASYN. The combination of advanced feature engineering (including
is_very low_trust) and ADASYN resampling, followed by hyperparameter tuning, has
significantly improved the detection capabilities for the malicious class across all models
compared to earlier iterations. The AUC scores for all models are now significantly higher,
indicating better discriminative power. The MLP Superiority in Recall. The most significant
finding is the performance of the MLP (Tuned ADASYN) model. While its overall accuracy
(0.9564) is marginally lower than the SVC (0.96), it achieved a Perfect Recall of 1.00 for the
malicious class. This means the model successfully identified every single malicious vehicle in
the test dataset. In the context of the business problem, securing roadways is the optimal
outcome. The SVC, despite higher accuracy, missed 12% of the malicious nodes (Recall 0.88),
representing a potential security breach.

DISCUSSION

This study illuminates the complex interplay between data engineering, algorithm
selection, and safety requirements in VANET security.

The Primacy of Recall, the achievement of 100% recall by the MLP model, is a validation of
the "security first" approach. In areal-world VANET, a single missed Black Hole attacker could
disrupt the communication for an entire platoon of autonomous trucks. The MLP's ability to
catch these edge cases, likely facilitated by ADASYN's focus on "hard to learn" examples,
makes it the superior candidate for deployment despite the computational overhead of neural
networks compared to simpler models like Logistic Regression.

The Role of Explicit Feature Engineering, the dominance of theis_very low_trust feature
in the SHAP analysis suggests that hybrid models combining machine learning with rule-based
heuristics might be highly effective. The ML model essentially "learned" to prioritize this hard
threshold. This implies that for resource-constrained IoT devices, running a full MLP is not
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feasible; a simple rule-based filter ("If trust < 0.2, block") might serve as a highly effective first
line of defense, filtering out the bulk of malicious traffic before invoking more complex
anomaly detection for subtle Greyhole attacks.

Privacy vs. Security, by relying heavily on aggregated trust scores rather than raw
trajectory data (which showed lower feature importance), the proposed system offers a
privacy-preserving security mechanism. Vehicles need not constantly broadcast their exact
history of movements to be verified; a derived reputation score suffices. This aligns with the
privacy preservation goals outlined by Aloufi (2025) and addresses the concerns raised in the
literature regarding location privacy.

Limitations of this study

The dataset used is synthetic; the important data required for benchmarking relies only on
a static snapshot of trust. While real-world attacks are dynamic, a Greyhole attacker might
behave well for hours to build trust before dropping packets, and the current model probably
lacks temporal features and might struggle with such attacks.

The MLP model achieves a perfect recall of 1.00; this performance is heavily influenced by
the use of ADASYN synthetic oversampling. In a real-world production environment, factors
such as concept drift, class overlap, and unseen attack vectors would likely reduce this recall
to a more realistic range, as the model encounters behaviors not represented in the synthetic
training set.

CONCLUSION AND RECOMMENDATION

The issue of securing connected roadways is complex and requires advanced algorithms,
rigorous data science concepts, and expertise. Using the CRISP DM framework, this study
developed a state-of-the-art intrusion detection methodology for Vehicle Ad-hoc Networks
(VANETs). The study thus concluded that, by using the five different algorithms in a
comparative study, a Multilayer Perceptron (MLP) that was optimized by ADASYN and
augmented with targeted feature engineering performed much better than traditional
classifiers in regard to Recall, which is a key performance metric. Able to achieve a 100%
detection rate for malicious vehicles, significantly mitigating the threats of Blackhole and
Greyhole attacks. SHAP analysis further clarified the model decision-making process, and
trust-based features can be effective indicators of malicious intent. As Smart Urban
Environments evolve, embedding such high-recall, explainable Al models in the edge
computing layer of VANETs will be vital. Such models are a barrier to cyber threats, ensuring
that the goals of safe, efficient, and sustainable connected mobility can be realized without
compromising physical security.
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IMPLICATION

Due to our analysis findings, it is apparent that critical aspects of Intelligent Transportation
Systems, especially interlinked roads, require the application of Explainable Al techniques,
namely, SHAP (SHapley Additive exPlanations). This is essential in scenarios where both
human lives are at stake, and merely being correct when it comes to predictions and decision-
making is not enough. Al systems must, of course, be trained to generate accurate outcomes,
but they can just as easily be built with a low degree of transparency. Transportation
authorities, system operators, and the general public need to understand the reasons the Al
made decisions. Such a level of transparency is crucial if we want to instill trust and faith in
these systems.
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