
International Journal of Computing Sciences Research (ISSN print: 2546-0552; ISSN online: 2546-115X) 
Vol. 10, pp. 4161-4182 
doi: 10.25147/ijcsr.2017.001.1.264 
https://stepacademic.net 

 

 

This is an Open Access article distributed under the terms of the Creative Commons Attribution License 
(http://creativecommons.org/licenses/by/4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the 
original work is properly credited. 
 

Long Paper 

Convergence of Descriptive and Clustering Analysis of 
Awareness and Practices towards Uncovering Cyber 

Behavior Profiles of Senior High School Students 
 

Christian Michael M. Mansueto 
christianmichael.mansueto@umak.edu.ph 

College of Computing and Information Sciences, University of Makati, Philippines 
(corresponding author) 

 
Mary Ellaine R. Cervantes 

maryellaine.cervantes@umak.edu.ph 
College of Computing and Information Sciences, University of Makati, Philippines 

 
Jomariss B. Plan 

jomariss.plan@umak.edu.ph 
College of Computing and Information Sciences, University of Makati, Philippines 

 
Roel C. Traballo 

roel.traballo@umak.edu.ph 

College of Computing and Information Sciences, University of Makati, Philippines 
ORCID: 0009-0007-3470-1437 

 
 

Date received: July 24, 2025 

Date received in revised form: December 29, 2025 

Date accepted: March 8, 2026 

 

Recommended citation: 

 

Mansueto, C. M. M., Cervantes, M. E. R., Plan, J. B., & Traballo, R. C. (2026). 

Convergence of descriptive and clustering analysis of awareness and practices towards 

uncovering cyber behavior profiles of senior high school students. International Journal 

of Computing Sciences Research, 10, 4161-4182 https://doi.org/ 

10.25147/ijcsr.2017.001.1.264 

 
Abstract 

Purpose – The study aims to identify the cyber behavior profiles and online habits of senior 
high school students by examining their awareness of cyber threats, digital practices, and 
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responses to online risks. The results serve as a basis for developing targeted cybersecurity 
education programs. 

Method – A quantitative and descriptive research design was employed involving 206 senior 
high school students selected through convenience sampling. Data were collected using an 
online survey that measured cybersecurity knowledge, digital behavior, and online safety 
practices. To identify hidden behavior patterns beyond descriptive results, the DBSCAN 
clustering algorithm was applied. 

Result – Findings indicated that students possess a moderate level of cybersecurity 
awareness, but their online safety practices vary. Many can identify common cyber threats 
and understand the importance of cybersecurity, yet exhibit risky behaviors. DBSCAN 
analysis revealed three behavior profiles: students with low awareness and high-risk 
behaviors, those with moderate awareness and inconsistent practices, and highly aware 
students who engage in proactive online safety. 

Conclusion – The study concludes that cybersecurity awareness and safe online practices 
among senior high school students are unevenly distributed. Some students demonstrate 
strong awareness and responsible behavior, while others remain vulnerable due to limited 
knowledge and unsafe practices. DBSCAN clustering effectively revealed behavior patterns 
that would not be evident through descriptive analysis alone. 

Recommendation – The study recommends implementing targeted, cluster-based 
cybersecurity education programs, especially for students with low to moderate awareness. 
Integrating cybersecurity topics into the curriculum and providing regular digital safety 
training can improve online behavior and reduce cyber risks. 

Practical Implications – The findings provide guidance for educators and school 
administrators in designing data-driven cybersecurity initiatives. Identifying student groups 
based on risk and awareness allows schools to tailor interventions, promote responsible 
digital citizenship, and enhance overall online safety. 

Keywords – Cybersecurity, digital safety practices, cyber behavior profile, DBSCAN 
clustering, descriptive clustering analysis 
 

 

INTRODUCTION 

The increasing integration of digital technologies into everyday life has reshaped how 
individuals communicate, learn, and access information. Senior high school students are 
among the most active users of digital platforms, relying heavily on the internet for 
academic activities, social interaction, and entertainment. This heightened digital 
engagement has led to increased exposure to online environments where cybersecurity 
threats, such as phishing, malware, identity theft, and online fraud, are prevalent. As digital 
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participation continues to expand, cybersecurity awareness and online safety practices have 
become essential components of responsible digital citizenship among students. 

The digital invasion significantly changed global connectivity beyond recognition, 
leading to the facilitation of endless communication, access to information, and economic 
growth. The internet penetration in the Philippines saw a steep boom to about 83.8% in the 
first quarter of 2025. However, urban centers like Pagadian City have also been major 
beneficiaries of the robust digital infrastructure, such as mobile network coverage that is 
more than adequate (3G, 4G, 5G), 17 free Wi-Fi sites for educational and governmental 
services, and so on. This digital expansion was, nevertheless, trailed by a vice-like grip of 
cybercrime that witnessed the Philippine National Police declaring that 19,472 cases were 
reported in 2023, which is an increase of 68.98% or 11,523 cases higher than 2022, and the 
average number of cases being reported is 53 per day. The main issues with online scams, 
hacking, identity theft, sextortion, and cyberbullying are that they threaten to take over the 
vulnerable groups like women, youth, and vulnerable elders' safety and security (O'Malley, 
2023; Ahmad & Smith, 2024). Accordingly, the enactment of Republic Act No. 10175 (R.A. 
10175), the Cybercrime Prevention Act of 2012 in the Philippines, was the creation of the legal 
provisions to combat cybercrime and provide for online safety. Although the government 
has made some legislative efforts, the success of R.A. 10175 depends on public awareness 
and people practicing cybersecurity. Research also shows that there is a high awareness of 
common cyber threats among people. However, the understanding of specific legal 
regulations and advanced protection methods changes a lot among different groups of 
people. Notably, there are significant differences in the knowledge between older adults 
and less-educated individuals (Mahinay & Mamasalagat, 2025). As Pagadian City is the center 
of the region in Zamboanga Peninsula, it can be used as a perfect example to examine these 
conditions due to the new and fast development of its digital infrastructure and the still-
limited research studies on cybercrime awareness in that area (Barican, 2024).  

This study focuses on understanding how senior high school students perceive and 
practice cybersecurity in their everyday digital lives. Using a quantitative research approach, 
this study explores students' awareness of cyber threats, their online safety habits, and how 
they utilize various digital platforms. In particular, the study has three main objectives. First, 
it aims to describe the overall level of cybersecurity awareness, online safety practices, and 
digital platform usage among senior high school students. This is done using descriptive 
statistical tools such as frequency, mean, median, and mode to present a clear picture of 
students’ digital behaviors. Second, the study seeks to identify distinct cybersecurity 
behavior profiles by applying the DBSCAN clustering algorithm. By grouping students based 
on similarities in their awareness, safety practices, and platform usage, the analysis goes 
beyond surface-level trends and uncovers meaningful behavior patterns. Finally, the study 
aims to interpret the identified clusters alongside the descriptive statistical results. This 
combined analysis helps explain differences in students’ levels of cybersecurity awareness, 
common online behaviors, and degrees of vulnerability to cyber threats. Overall, the findings 
are intended to provide a deeper understanding of how students engage with digital 
technologies and where targeted cybersecurity interventions may be most needed. 
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The paper at hand explores the practices and awareness of cybersecurity among the 
digital citizens of high school students. The focus is on the students' knowledge that is 
related to the cybercrime menace, their experience of the digital dangers, and their 
cybersecurity awareness and online practices, as an efficient way to tackle these problems. 
In general, the authors chose a type of research called descriptive research design with a 
population of 206 internet users between the ages of 18 and 60. Data for the study were 
collected using a structured questionnaire that measured students’ cybersecurity 
awareness, experiences of victimization, and online security behaviors. To better 
understand patterns within the survey responses, the DBSCAN clustering technique was 
applied to group students according to similar cybersecurity profiles. The analysis revealed 
three distinct clusters. Cluster 0 represents students with high cybersecurity awareness who 
consistently practice safe online behaviors and feel confident in recognizing potential 
threats. Cluster 1 includes students with a moderate level of awareness whose security 
practices are applied inconsistently. Cluster 2 consists of students with low awareness, 
limited use of security measures, and uncertainty when dealing with cyber threats, placing 
them at higher risk online. 

By combining descriptive statistical analysis with DBSCAN clustering, this study adds 
depth to existing research on cybersecurity education. Rather than relying solely on overall 
averages, it highlights meaningful behavior patterns and identifies student groups with 
varying levels of risk and preparedness. These insights offer practical value for educators, 
school administrators, and policymakers, as they can be used to design targeted 
cybersecurity awareness programs and learning interventions. Ultimately, the findings 
support the goal of fostering safer, more informed, and more responsible digital behavior 
among senior high school students. 

LITERATURE REVIEW 

Cybercrime Trends and Impacts 

The Philippines saw a big rise in cybercrime. Online scams were the main problem, going 
from 7,208 cases in 2022 to 14,030 in 2023. This shows a 94.64 % increase. Other computer 
crimes, like hacking, taking someone's identity, sextortion, and online bullying, also went up. 
Sextortion cases increased by 10 % in that time. These crimes use the hidden, widespread, as 
well as open nature of digital places. This makes finding and stopping them hard. Online 
scams often use phishing tricks, which fool users into showing private facts. Sextortion 
targets people who are easily hurt, especially young people, using social media plus dating 
apps - this leads to bad mental and financial problems. Women and young people face more 
danger. Online bullying and digital violence make them more open to harm. That shows a 
quick need for specific ways to stop these acts, which help groups such as Cluster 1. The 
economy and people's lives suffer much from cybercrime - it touches individuals, companies, 
and public faith in computer systems. Stealing identities plus computer fraud cause much 
money to disappear. Businesses in the Philippines say they lose millions each year. The 
mental effect is also a worry. People who suffer from sextortion and cyberbullying often feel 
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long-term hurt, like worry and sadness; they need good help. In Pagadian City, more internet 
access from free Wi-Fi and phone networks exposes people to these dangers. This is true 
especially for Cluster 1 users. They do not know much about scams, nor do they feel sure 
they can spot them. Local facts on cybercrime effects are few. Studies for specific areas are 
important - they help us understand how different groups feel and act when these dangers 
appear. 

Advanced analytical methods increase knowledge of cybercrime trends across the 
clusters identified. K-means clustering defines Clusters 0 and 1, along with 2. It sorts 
incidents by type and severity. This allows law enforcement to put resources towards high-
impact crimes that affect groups prone to harm, such as Cluster 1. Hierarchical clustering 
shows how crime types relate to demographic factors. As an example, it shows how age or 
gender affects how often people in the Unaware or Vulnerable cluster become victims. 
Principal component analysis identifies important reasons for victimization, like a lack of 
security or frequent internet use - these reasons affect Cluster 1 users more, as they seldom 
change privacy settings (Blancaflor et al., 2024). These methods offer a way to fit 
interventions to particular clusters using data; they help to direct resources to the specific 
needs of Pagadian City's digital citizens. The number of reported cybercrime cases grew. 
This growth likely shows that Cluster 0 users, who are informed and proactive, recognized 
threats and reported events more often. Cluster 1 users, however, often did not know if 
someone attacked them - this likely led to fewer reports, which made it harder to manage 
cybercrime well. (Barican, 2024). This study looked at how often cybercrime happened, plus 
what it did across different user groups - it sought to explain how people in Pagadian City 
dealt with online dangers. The results will help create specific actions - these actions include 
awareness campaigns for Cluster 1 users; they also include support for Cluster 2 users, who 
are average users. These actions reduce the financial and mental problems cybercrime 
causes. They also make R.A. 10175 better at keeping people safe online. 

Cybersecurity Awareness and Education 

Cybersecurity awareness plays an important role in protecting people from the growing 
range of online threats, yet clear differences can be seen among user groups in Pagadian 
City. Using k-means clustering, respondents were grouped into three distinct profiles. 
Cluster 0, described as informed and proactive, includes individuals with strong cybersecurity 
knowledge, confidence in spotting threats, and consistent protective behaviors such as 
regularly updating privacy settings. Cluster 1, labeled unaware and vulnerable, is largely made 
up of older or less-educated users who have limited awareness of online risks, making them 
more susceptible to phishing, malware, and similar attacks. Cluster 2 represents average 
users who have a basic understanding of cybersecurity but do not always apply safe 
practices consistently (Mahinay & Mamasalagat, 2025; Blancaflor et al., 2024).  Survey results 
show that schools and universities are the primary source of cybersecurity awareness for 
35.7% of respondents, followed by social media at 31.3%. In contrast, government-led 
campaigns reach only 8.9% of users, suggesting that the most vulnerable groups may not be 

effectively reached (Ahmad & Smith, 2024; Blancaflor et al., 2024). These gaps become even 
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more concerning as people engage with newer digital spaces, such as the metaverse, where 
limited awareness increases the risk of financial fraud and privacy violations (Jaipong et al., 
2023). 

Studies from Thailand further highlight that higher cybersecurity knowledge is closely 
linked to safer online behavior, especially in mobile banking. They also point to the value of 
integrating accredited cybersecurity lessons into existing programs as a practical model for 
Pagadian City (Limna et al., 2023; Juneam & Greenlaw, 2024). By using advanced analytical 
methods such as hierarchical clustering and PCA, key factors like age, education, and access 
to information can be identified, allowing for targeted interventions—basic training for 
Cluster 1, behavior strengthening for Cluster 2, and peer-led education roles for Cluster 0 
(Blancaflor et al., 2024). In line with the Philippines’ National Cybersecurity Plan 2023–2028 
and local DICT initiatives, a mix of community workshops, accessible social media content, 
and school-based cyber hygiene programs can help close these gaps. Focusing on vulnerable 
users while engaging informed individuals as advocates can support the development of a 
safer and more resilient digital community in Pagadian City. 

Legal Frameworks and Public Perception 

R.A. 10175 establishes a very elaborate system to iron out the issues of cybercrimes that 
include online scams, hacking, and cyber libel, but also the preventive education part of it 
(Respicio, 2024). In Pagadian City, people's views on the law's effectiveness in different 
areas are still in flux, with a majority of 58% expressing confidence, 23.3% neutrality, and 
18.6% skepticism, citing problems in enforcement and fear of possible overreach as the main 
reasons (Mahinay & Mamasalagat, 2025). Cluster 0 (Informed and Proactive) users, those 
highly aware, are more likely to see the law in a favorable light, whereas Cluster 1 (Unaware 
or Vulnerable) users, among whom a quarter do not know about the law, have low 
confidence as they do not understand it. Cluster 2 (Average User) users show mixed 
perceptions, reflecting their moderate awareness and inconsistent engagement with legal 
provisions (Tamdang & Borreros, 2024). Enforcement problems, such as insufficient 
resources and a lack of technical skills for local police that are not effective in the law's 
enforcement, especially for users of Cluster 1 who are often indecisive about going to report 
the incidents, are just a few examples of the law's impact that is limited by enforcement 
challenges. Only 21.1% of cybercrime victims in Pagadian City have reported incidents, saying 
that they found distrust or have not been made aware of the reporting mechanisms, a 
situation that is more evident among Cluster 1 (Mahinay & Mamasalagat, 2025). Cluster 0 
users who can identify threats confidently will most likely report the incidents, whereas 
those in Cluster 2 may be unsure due to ambiguity in practices. Improving reporting 
procedures, for example, by installing a cybercrime hotline or developing an online portal, 
might not only bring about a change in reporting frequency among all clusters but also help 
in further enforcing. 

Perceptions can be better understood through analytical methods. The study's clusters 
were defined by k-means clustering, which can further subdivide those respondents who are 
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most aware and confident in R.A. 10175 into groups, and then they can come up with 
solutions for each of the groups. Through hierarchical clustering, we can get an idea of how 
demographic aspects such as age or education affect the perceptions of individuals, and at 
the same time, PCA will tell which variables are most important, for example, trust in 
authorities or getting a legal education, which will be the main source of public sentiment 
(Blancaflor et al., 2024). These instruments can help policymakers to decide whom to target 
in driving outreach. If it is Cluster 1 users, they will need to work on raising awareness; 
Cluster 2 users will have to be convinced of the trust in law, and Cluster 0's confidence will 
be the vehicle that promotes peer education. By addressing barriers to legal awareness and 
reporting, this study aims to improve the implementation of R.A. 10175 in Pagadian City. 
Community-based legal education programs might be suitable for Cluster 1. On the other 
hand, a simplified reporting system can be the motivating factor for Cluster 2 and Cluster 0 
users to come forward and report incidents. The transparent communication about the 
law’s scope can be a way to eliminate the doubts of the overreach, particularly among the 
skeptical Cluster 2 users, thus the law R.A. 10175 will be recognized as the protection of all 
the clusters (Tamdang & Borreros, 2024).  

Cybersecurity Practices and Victim Responses 

The use of cybersecurity practices amongst different clusters is inconsistent to a great 
extent. The users of Cluster 0 (Informed and Proactive) are those who frequently change 
their privacy settings, do not click on suspicious links, and have a high confidence in 
recognizing threats; hence, they are the ones utilizing cybersecurity practices at a high level. 
The users of Cluster 1 (Unaware or Vulnerable) are those who rarely use privacy settings and 
have low confidence in recognizing scams; therefore, they become easily vulnerable. The 
users of Cluster 2 (Average User) are those who adopt moderate practices, but they are still 
inconsistent as they sometimes exhibit secure behavior and at other times become risky 
(Mahinay & Mamasalagat, 2025). In Pagadian City, 80% of respondents avoid suspicious links, 
and 73.3% use strong passwords, but only 56.7% use two-factor authentication, and 60% 
perform regular software updates, with Cluster 1 lagging in advanced practices (Blancaflor 
et al., 2024). Victim responses to cybercrime, however, are also different among clusters, 
with 31.6% of victims in Pagadian City implementing stricter security measures after an 
incident, 23.2% deciding not to react to incidents, and only 21.1% reporting to the police. 
Cluster 0 users are more likely to strengthen measures and report incidents, while Cluster 1 
users, who are mostly unsure if they have been attacked, are the main reason for 
underreporting due to distrust or lack of knowledge. Cluster 2 users show mixed responses, 
reflecting their inconsistent practices (Mahinay & Mamasalagat, 2025). Underreporting 
obstructs law enforcement's capacity to fight cybercrime; there is a need for reporting 
systems that are easily accessible and support services for victims to prompt them to act, 
especially among Cluster 1 (Sikra & Renaud, 2023). Analytical methods can reveal in-depth 
information about these behaviors. K-means segmentation can categorize respondents by 
the level of security practice adoption, thus making differences more visible. For example, 
Cluster 0’s proactive measures and Cluster 1’s minimal engagement. A hierarchical clustering 
may also disclose the connections between practices and demographic factors. Thus, 
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showing how age is the driving factor of Cluster 2’s inconsistent behaviors. Meanwhile, PCA 
can detect the main factors (e.g., trust in technology or access to resources) that influence 
each cluster (Blancaflor et al., 2024). These methods are a pointer to the direction of the 
possible targeted interventions. For instance, workshops for Cluster 1 can be designed to 
help that group catch up with the basic practices. These methods can guide targeted 
interventions, such as workshops for Cluster 1 to promote basic practices or campaigns for 
Cluster 2 to encourage consistency. 

This study seeks to reveal habits in security methods and responses to victim reactions 
that will assist in planning ways to improve cybersecurity in Pagadian City. Educational 
programs may step up the Cluster 2 good practices, and Cluster 1 could only need basic 
awareness, whilst a reporting portal that is easy to use would probably facilitate the 
reporting of the incidents by the various clusters. Turning Cluster 0's behavior into a source 
of peer education and thus multiplying the impact will result in the creation of a stronger 
digital environment (Tamdang & Borreros, 2024). 

Effectiveness of DBSCAN in Cybersecurity Clustering 

From 2023 to 2025, the Density-Based Spatial Clustering of Applications with Noise 
(DBSCAN) has continued to stand out as a reliable unsupervised learning technique in 
cybersecurity research. Its main strength lies in its ability to detect clusters of varying shapes 
while naturally identifying low-density data points as noise. This makes DBSCAN particularly 
well-suited for anomaly and intrusion detection, where abnormal activities often appear as 
scattered or irregular patterns rather than clearly defined groups (Artioli et al., 2024; 
Chamkar et al., 2025). Unlike K-means, which assumes evenly shaped clusters and forces all 
data into predefined groups, DBSCAN adapts more effectively to the complexity of real-
world cybersecurity data such as network traffic, system logs, IoT communications, and 
graph-based structures (Retiti Diop Emane et al., 2024). 

Recent studies highlight DBSCAN’s practical value in operational settings. For instance, 
Chamkar et al. (2025) reported high detection accuracy with minimal false positives when 
applying DBSCAN to real-time security log analysis, while Mutha et al. (2024) achieved strong 
results in identifying threats to sensitive medical data. Its performance has been further 
enhanced through hybrid approaches, including adaptive parameter optimization for IoT 
botnet detection (Mustafa & Husien, 2023), integration with deep learning models for 
wireless sensor network attacks (Li et al., 2023), and gradient diffusion improvements in 
advanced frameworks (Wang et al., 2024). 

Comparative research during this period generally favors DBSCAN over K-means in 
environments characterized by noise, imbalanced data, and irregular attack patterns—
common features of intrusion detection systems, graph-based threats, and user behavior 
analytics (Artioli et al., 2024; Imran, 2025). However, some studies note that K-means can 
perform better when data patterns are well structured and clearly separable (Kumarasinghe 
et al., 2025). Overall, recent literature suggests that DBSCAN remains a flexible and effective 
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tool for modern cybersecurity challenges, particularly in contexts where threats are complex, 
evolving, and difficult to model using traditional clustering assumptions. 

 

METHODOLOGY 

Research Design 
 

This work takes a quantitative- descriptive research approach to dig into the cyber 
character traits of senior high school students and to identify their profiles from the point of 
their awareness and good practices regarding cybersecurity and online safety. To guarantee 
that there was no bias in the selection of the sample and every student had an equal chance 
of being included in the study, respondents in senior high school were chosen using a 
convenience sampling technique. The researchers selected participants who were easily 
accessible to them throughout this process.  

Data Gathering Procedures and Instruments of the Study 

The researchers circulated the link to an online survey via official school communication 
channels that students frequently use. They also explained the study's aim, their role as 
participants, including their rights such as free will involvement, confidentiality, and 
anonymity of responses, and ensured that no one would lose their status for giving 
information before students gave their informed consent. The gathering of data proceeded 
until the targeted number of respondents, which was 206, was obtained. This research 
utilized descriptive statistics using Microsoft Excel to summarize data on the students' 
understanding and behavior in cybersecurity and online safety. It included core demographic 
variables such as age and gender. The great majority of the respondents' ages fall between 
13 and 20 years, and there was approximately a balanced distribution of male and female 
students. The essential variables, namely the cybersecurity awareness, safety of the online 
world practices, digital platform usage, and basic demographic information, were captured 
by means of a structured, self-administered survey questionnaire. The questionnaire 
included multiple-choice and Likert-scale items, and the responses were converted into 
numbers for the analysis. The items were classified into three categories: Digital platform 
used, cybersecurity awareness, and online safety practices.  

 
Questions that were relevant to the category, along with the justifications as shown in 

Table 1, were picked. This table is a representation of how the various survey questions are 
grouped and conceptualized for detailed analysis within this study. This classification is the 
basis of understanding the next descriptive statistics presentation, and more importantly, it 
is the input for the clustering analysis that is intended to discover the existence of 
distinguishable cyber behavior profiles among senior high school students. 
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Statistical Analysis 

Frequency and percentage were the major ways that were applied to identify the 
number and proportion of respondents who selected particular responses. These measures 
are very important for presenting categorical data such as demographic profiles, internet 
usage, and selected online behaviors, which make it possible to compare and interpret the 
data easily. At the same time, the mean was the main way that was used to find out the 
average responses in scaled items, that is to say, the levels of confidence, knowledge, and 
the perceived importance of cybersecurity. It gave a broad look at the students' combined 
tendencies. The mode was carried out to find the most frequent response, which enabled 
the understanding of the most common perspectives or behaviors among the respondents. 
On top of that, the standard deviation was figured out as a means for determining the 
extent of consistency of response situations around the mean. A low standard deviation 
represented that the students agreed, while a high value signified different opinions or 
experiences. In combination, these various statistics provided a clear and comprehensive 
picture of the students' cybersecurity awareness and their online safety practices.  

DBSCAN Clustering Technique 

To move beyond simple descriptive results and gain deeper insight into student 
behavior, the study applied the Density-Based Spatial Clustering of Applications with Noise 
(DBSCAN) algorithm. Before clustering was performed, the data were carefully prepared 
through cleaning, encoding of categorical responses, and normalization to ensure that all 
variables could be fairly compared. DBSCAN was then used to group students based on 
shared patterns in cybersecurity awareness, online safety practices, and digital platform use, 
while also identifying outliers that may reflect unusual or high-risk behaviors. The clusters 
that emerged were analyzed alongside the descriptive statistics, allowing the researchers to 
clearly define and interpret distinct cybersecurity behavior profiles among the students. 

 

RESULTS 
 

This part of the paper details the results of a survey that was completed by 206 senior 
high school student respondents. The data are arranged in tables. At first, descriptive 
statistics, including frequencies, percentages, means, standard deviations, and modes are 
shown in order that the demographic profile of the respondents, their digital platform usage 
patterns, levels of cybersecurity awareness, and reported online safety practices are 
summarized. After these preliminary resumés, the results of the K-means clustering analysis 
will be given to demonstrate the cyber behavior profiles that were identified among the 
population that was sampled. This structured presentation is intended to give a 
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comprehensive empirical basis for understanding senior high school students' cyber 
behaviors and for the further discussion of these findings. 

 
Descriptive Statistics Analysis 

 
The survey of students comprised 206 students in total, out of which 111 (53.88%) 

were females, while 95 (46.12%) were males. Table 2 illustrates this distribution, which 
implies a slight predominance of female students in the sample. The digital platform usage 
patterns of the senior high school student respondents are presented in Table 3. This part of 
the paper describes the frequency of internet use, common online activities, and the 
amount of time spent on the web each day. The key focus of this section is on the results of 
a survey of the cybersecurity awareness levels of a group of senior high school students, 
who are presented in Table 4. It also discusses their basic awareness of some dangers, their 
own estimation of the knowledge that they have, their confidence in detecting threats, the 
importance they give to cybersecurity, and their confidence in protecting themselves. 

 

 
 

 
 

The section of the text outlines the online safety measures that have been reported 
among the senior high school students. The information is visually represented in Table 5. 
The discussion explores the students' behavioral characteristics towards the above-
mentioned areas of online safety, such as updating software, password management, 
suspicious links, backing up data, and privacy settings. 
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DBScan Clustering Analysis 
 

Figure 1 shows the sorted distances of each observation to its 5th nearest neighbor. A 
pronounced elbow appears around distances of approximately 1.09–1.14, marking the 
transition from dense regions to sparse observations. Based on this elbow, an eps value of 
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1.10 was selected to balance cluster separation while minimizing noise. Distances beyond 
this range (≈2.19) correspond to outliers identified as noise by DBSCAN. 
 

 
Figure 1. k-distance graph for DBSCAN parameter tuning (k = min_samples = 5) 

 

 
 

The DBSCAN parameter tuning results show that when the eps value falls between 0.30 
and 0.65, the clustering outcome remains the same. Within this range, the algorithm 
consistently identifies eight clusters, maintains a noise level of about 10.2%, and produces a 
perfect silhouette score of 1.0 when calculated on non-noise data points. This level of 
stability suggests that the data naturally form very tight and clearly separated groups, a 
pattern that aligns with the discrete response structure of Likert-scale survey data. 
However, despite these strong statistical indicators, using such small eps values leads to 
over-segmentation. The resulting clusters are too fine-grained, making them difficult to 
interpret in a meaningful way. To address this issue and achieve clearer, more practical 
groupings, larger eps values were therefore examined to produce a clustering solution that 
better balances statistical quality with interpretability. 
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The DBSCAN results revealed three clear groups of respondents, along with a small 

number of outliers. Cluster 0, which included most participants, was characterized by a 
strong belief in the importance of cybersecurity and a high level of confidence in recognizing 
and responding to online threats. Cluster 1 reflected a more moderate stance, with average 
levels of confidence and perceived importance. In contrast, Cluster 2 showed the lowest 
confidence in handling cyber risks, even though members still rated cybersecurity as 
moderately important. 

The relatively small number of outliers suggests that most respondents follow 
recognizable and consistent behavior patterns. Taken together, the clusters point to a 
gradual decline in cybersecurity awareness and self-efficacy from one group to the next, 
highlighting clear differences in users’ engagement with and readiness for online security 
challenges. 

Figure 2. PCA-based visualization of the DBSCAN clustering results 
 

Figure 2 illustrates that the first principal component captures about 69.96% of the total 
variance in the data, while the second accounts for the remaining 30.04%. Together, these 
two components fully represent the variation present in the original feature set. The 
visualization shows that the three identified clusters are clearly separated in space, with very 
little overlap, which supports the reliability of the density-based clustering results. The 
diagonal pattern formed by the data points suggests a strong relationship between 
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respondents’ confidence in cybersecurity and how important they perceive it to be, 
indicating that these two factors tend to increase or decrease together. 

 

DISCUSSION 
 

Data on digital platform usage (Table 2) reflects senior high school students as 
individuals who are very active and deeply integrated into the digital world. A vast majority 
(almost 90%) of them who use the internet "Several times a day" is indicative of their 
continuous connectivity, which is a feature of the "digital native" generation. This high 
frequency of access constitutes the essential foundation for their exposure not only to the 
good but also to the bad of the online environment. The mentioned online activities again 
highlight their profound involvement in the digital world. The dominance of social media 
(92.72%), Watching Videos (84.47%), and Communication (75.73%) shows that their main 
online focus is targeting social interaction, entertainment, and interpersonal connections. 
This trend is typical for teenagers and is also consistent with the global youth internet usage 
pattern. The peak of engagement in Research (71.36%) points out their academic necessities 
as senior high school students; it also signifies that the internet is a tool of paramount 
importance for learning. The most outstanding result is the length of daily web surfing. A 
majority of those who answered stated (28.16% for "More than 9 hours" and 23.30% for "7-9 
hours") that they were online for more than 7 hours a day, which indicates that they are 
exposed to online environments for a long time. This great amount of time online directly 
relates to a higher chance of coming across cybersecurity threats (for instance, malware, 
cyberbullying, misinformation, privacy breaches) and thus, it outlines the importance of 
implementing sound cybersecurity knowledge and practicing safe online behaviors. 
Students who are on the internet for a longer period are more likely to be exposed to 
several online risks, and this might be the basis for the formation of their cyber behavior 
profiles, according to the clustering analysis. 
 

Table 4 clearly shows that a great majority of the respondents, 189 (91.75%), indicated 
that they are aware of phishing, malware, and other similar threats. A very small number of 
people reported that they do not ("No" - 3.88%) or are not sure ("Maybe" - 4.37%) about 
their awareness. The results also indicate that senior high school students have a high level 
of self-reported cybersecurity awareness. The fact that over 90% of them are aware of the 
common threats, which are phishing and malware, is a good sign. This means that the simple 
information about these cyber-risks that are going around has reached this group of young 
people, probably via several sources such as school programs, media exposure, or informal 
learning from peers and family. But when a closer look is taken at the self-assessed 
knowledge and confidence scores, it tells a different story. Students say they are aware, but 
their self-assessed knowledge (Q4: Mean 3.31; Q23: Mean 3.04) and confidence in self-
protection (Q29: Mean 3.14) are still at the medium level. The difference between the 
reported general awareness of threats and the more moderate confidence in practical 
knowledge or self-protection is very big. It means that students probably know about 
phishing or malware, but they may not feel that they have enough knowledge of how they 
can protect themselves and use safe practices regularly. This could indeed point to a 
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"knowledge-practice gap," where people understand the theory, but this understanding 
doesn't always lead to them changing their security behaviors. Interestingly, the confidence 
for threat identification (Q24: Mean 3.69) was higher than for self-assessed knowledge on 
protecting personal info or general self-protection confidence. It could mean students are 
more comfortable recognizing danger signs (e.g., a suspicious email) than being able to list 
the steps to neutralize the danger or to secure their digital life. This difference might 
become the key target point for educational interventions to be more focused on practical 
skills than only threat identification. On the other hand, the highest level of perceived 
importance of cybersecurity (Q25: Mean 4.44; Mode 5) might be the most positive finding so 
far. It shows that senior high school students fundamentally understand that cybersecurity 
is indispensably important in their lives. The fact that the students' attitude towards 
cybersecurity is so positive is an implication that if the education provided is practical and 
effective, the students will be willing and interested in learning and implementing safe 
behaviors. Their understanding of the significance of cybersecurity can act as a powerful 
basis for further launching awareness campaigns and practical skills training.   
 

In a nutshell, the data on online safety habits (table 5) shows a positive picture among 
senior high school students, though it is a little mixed. The signs of positive security 
behaviors are very evident, but there are also some areas of potential vulnerabilities. The 
high numbers mainly come from regular software updates (78.15% "Always" or "Often") and 
examining suspicious links/websites (86.89% "Yes"), which mean good security hygiene. 
Changing software regularly is highly important for fixing the vulnerabilities, and checking 
out the suspicious links is a very active approach of being threat-free, which fits very well 
with the fact that they have a high threat awareness. The same goes for the high 
percentages of setting privacy settings (more than 94% "Always," "Often," or "Sometimes"), 
which is a good indication that they realize the control of the data they give out, which is an 
extremely important point here in the digital world. The very fact that only a small 
percentage do not click on suspicious links at all (73.79% "No, never") shows that the 
majority are cautious, which is great. 

 
 The most obvious reason for it is definitely awareness campaigns that have been carried 

out, among others, in the case of phishing and malicious links. On the other hand, issues are 
still there, and they have to be addressed. Even though data backup is performed by a large 
percentage of users, the fact that nearly a quarter (24.27%) "Never" change their passwords 
is a major vulnerability that can be easily exploited. Very weak or unchanged passwords are 
the main reason for hacking of accounts. The fact that the majority of those surveyed would 
like to change their passwords only once a year does not reflect current cybersecurity 
threats and practices which are more persistent and require more frequent changes. This 
clearly shows that although people understand the importance of cybersecurity, their 
password management is not so good. Besides this, although a high rate states they would 
"never" click on suspicious links, the combined 22.82% who say "Yes, often," "Yes, 
occasionally," or are "Not sure" still constitute of a significant portion of the sample, who 
are very vulnerable to phishing and other social engineering attacks. 
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This signifies that even if they understand what a suspicious link is, they are still 
vulnerable to curiosity, urgency, deception, or even a lack of consistent vigilance. Such a 
group could be at a high risk of becoming the victims of cyber incidents. The descriptive 
analyses directly preceding have thoroughly outlined the demographic make-up of senior 
high school students, their typical digital platform usage patterns, their cybersecurity 
awareness levels, and the online safety practices they have reported. Although these 
analyses showed the general trends (such as high internet engagement and mixed safety 
behaviors), they also clearly revealed the student population's inherent diversity.  

 
Based on the DBSCAN results, three clear cybersecurity behavior profiles emerged 

among the students, each reflecting different levels of awareness, confidence, and online 
safety practices. 

 
Cluster 0: “High Cybersecurity Awareness and Proactive Safety Practices.” 
Students in this group demonstrated consistently high scores in cybersecurity 

awareness, confidence, and perceived importance, as reflected in Tables 4.0 and 5.0. Their 
responses indicate a strong understanding of cyber risks and a positive attitude toward 
online safety. Data on digital platform usage and safety practices further show that these 
students regularly engage in proactive behaviors, such as checking suspicious links, updating 
software, and managing privacy settings. Overall, Cluster 0 represents a highly informed and 
responsible group whose behaviors align with recommended cybersecurity practices. 

 
Cluster 1: “Moderate Awareness and Inconsistent Safety Practices.” 
The descriptive results suggest that most respondents fall within a moderate range of 

cybersecurity awareness and online safety behavior, and this pattern is clearly reflected in 
Cluster 1. Students in this group possess basic knowledge of cybersecurity concepts but do 
not apply safe practices consistently. While they show moderate confidence in identifying 
threats, their actual behaviors—such as updating software or reviewing privacy settings—
tend to be irregular. As a result, Cluster 1 closely represents the “typical” Grade 11 student 
identified in the descriptive analysis. 

 
Cluster 2: “Low Cybersecurity Awareness and High-Risk Practices.” 
Cluster 2 includes students who scored below the overall averages in terms of 

awareness, confidence, and perceived importance of cybersecurity. Tables 4.0 and 5.0 
indicate that these students are less familiar with common threats and more likely to engage 
in risky behaviors, such as clicking unverified links and rarely changing passwords. This 
cluster reflects a group that is particularly vulnerable to cyber threats due to limited 
knowledge and unsafe online habits. 

 
Overall, the DBSCAN analysis successfully revealed meaningful patterns that would not 

be evident from descriptive statistics alone. Although smaller eps values initially produced 
stable but overly detailed clusters, selecting a larger value resulted in clearer and more 
interpretable groupings with minimal noise. PCA visualization further supported the validity 
of the clustering by showing clear separation among the three groups. These findings 
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highlight that cybersecurity awareness varies widely among students and emphasize the 
need for targeted education and interventions tailored to each profile. 

 

CONCLUSIONS AND RECOMMENDATIONS 
 

The study showed that DBSCAN is an effective tool for uncovering meaningful patterns 
in users’ cybersecurity awareness and confidence. By carefully tuning the model parameters 
using the k-distance graph, the analysis was able to avoid overly fragmented results and 
instead produce clear, interpretable clusters with very little noise. Three distinct user groups 
emerged, each reflecting different levels of perceived importance of cybersecurity and 
confidence in protecting themselves online. This finding highlights that cybersecurity 
awareness and self-efficacy vary considerably among users rather than following a single, 
uniform pattern. The PCA visualization further supported these results by showing clear 
separation and strong internal consistency among the clusters.  
 

In light of these findings, cybersecurity awareness initiatives would benefit from a more 
targeted approach. Users with lower awareness and confidence may need basic, 
introductory training that focuses on fundamental concepts and everyday safety practices. 
In contrast, users who already demonstrate higher confidence may benefit more from 
advanced or specialized guidance that builds on their existing knowledge. To strengthen 
future research, it is recommended that subsequent studies include additional variables, 
larger and more diverse samples, and longitudinal designs. These improvements would help 
validate and extend the use of density-based clustering for understanding user behavior in 
cybersecurity contexts. 

 
RECOMMENDATION FOR FUTURE WORKS 
 

Future research can build on these findings by including a wider range of demographic, 
behavioral, and contextual factors to gain a clearer understanding of what influences 
differences in cybersecurity awareness and confidence. Using longitudinal research designs 
would make it possible to track how user behaviors change over time and to assess how 
effective cybersecurity education or intervention programs really are. From a 
methodological standpoint, future studies could also examine hybrid or alternative density-
based clustering methods and apply stronger validation techniques that are better suited to 
handling noisy or complex data. Extending this approach to larger and more diverse 
populations would further strengthen the results, improve their generalizability, and help 
inform the development of well-targeted, evidence-based cybersecurity awareness 
programs. 
 

IMPLICATIONS 
 

The results of this study carry important implications for education, policy, and everyday 
practice in strengthening cybersecurity awareness among senior high school students. The 
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presence of distinct cybersecurity behavior profiles shows that students differ widely in their 
level of awareness, online safety habits, and exposure to cyber risks. This finding highlights 
the need for targeted approaches rather than one-size-fits-all cybersecurity programs. For 
educators and school administrators, these insights provide a practical basis for developing 
data-driven interventions that focus on students who are most at risk, while at the same 
time reinforcing and sustaining positive behaviors among those who already demonstrate 
higher awareness. At the policy level, the findings support the inclusion of cybersecurity and 
online safety topics within the senior high school curriculum, helping ensure that such 
education is delivered consistently and sustainably. From a research perspective, the study 
also illustrates the value of combining descriptive statistical analysis with DBSCAN clustering 
to reveal meaningful behavior patterns, offering a useful methodological framework for 
future studies on digital safety and student online behavior. 
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