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Abstract

Purpose — The study aims to enhance the Rabin-Karp Algorithm that underlines the problem
encountered wherein the algorithm’s runtime performance is affected due to the
continuous rapid growth of data.

Method - Application of XOR Filter in the enhancement of the Rabin-Karp Algorithm is
constructed to the given patterns to check for any pattern absences that will be removed
from the data input. Then the updated patterns will be utilized in the string-matching
process.

Results — The modified method displayed significant improvements in different input data
sizes and patterns. After conducting runtime tests, it surpasses the improved algorithm
using Bloom Filter by 9%, and a rate of 47.53% runtime performance compared to the
traditional Rabin-Karp Algorithm.

Conclusion — The integration of the XOR Filter into the Rabin-Karp Algorithm, demonstrates
a statistically significant runtime improvement. Moreover, it shows an effective scalability
with larger datasets, proving its practical suitability for applications or scenarios that
handle extensive datasets.

Recommendations — Future researchers are encouraged to explore other alternative
techniques and the use of different filters that are not mentioned in this study. In addition,
it extends future research on the use of Artificial Intelligence to explore diverse strategies
and implementation for further improvement of the modified algorithm.

Research Implications — Potential directions for further research in string-matching
algorithm optimization on effective integration of the XOR Filter into the Rabin-Karp
Algorithm. Further highlighting the possibilities of using probabilistic data structures in
algorithmic design are observed with the improvements in runtime efficiency. Data
processing and pattern-matching areas open the door to effective and scalable solutions
by promoting studies in the use of cutting-edge Al techniques to improve current
algorithms.
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Practical Implications — The Enhanced Rabin-Karp Algorithm can be used by Academic
Institutions and Future Researchers to provide a more accurate string-matching process
and improved runtime, supporting applications working with massive datasets.

Keywords - string matching, probabilistic data structure, bloom filter, pattern, Rabin-Karp,
XOR filter

INTRODUCTION

String matching is one of the fundamental concepts in computer science, that is widely
utilized in applications like text processing, pattern matching, and information retrieval. Its
significance extends to multimedia databases (Hakak et al, 2019), where it facilitates the
extraction of contextually significant words for categorization and indexing. This process,
enables deeper queries, optimizing information retrieval (Lubis, Ikhwan, and Kan, 2018)
(Janani and Vijayarani, 2016).

It plays a significant role in theoretical science (Faro and Lecroq, 2013), presenting
challenging problems that entail the application of fundamental concepts to practical
software implementation. String matching can be categorized into two types: a single
pattern match, which involves a single parameter; and a multi pattern match, where
numerous parameters are considered (Buchanan, n.d). Various established algorithms
exist for finding these patterns (single and/or multiple patterns), including the Brute Force
Method (Hakak et al, 2018), Knuth-Morris-Pratt (KMP) (Rahim, Zulkarnain, and Jaya, 2017),
Boyer-Moore (Rahim et al, 2017), Deterministic Finite Automaton Method (DFA)
(BabuKaruppiah and Rajaram, 2011), and the Rabin-Karp Algorithm (Siahaan, 2018).

As for the context of this study, one of the widely recognized and utilized techniques
for string matching is the Rabin-Karp algorithm used in various applications. The RKA
employs a distinctive approach where it transforms strings to hash values to distinctly
identify similar patterns.

The study that was conducted by Moeini and Shahhoseini (2022), gave the researchers
the interest to enhance the improved Rabin-Karp algorithm. Their study was motivated by
their previous study (Moeini and Shahhoseini, 2019) wherein they prevented the
redundancy of comparisons and accelerated the speed performance in the matching
process. In their 2022 study, they incorporated a type of probabilistic data structure which
is the Bloom Filter to the Rabin-Karp. This is where they stated the problem of most
traditional algorithms are not sufficient in holding large data volumes. The results show the
comparison of the enhanced method to verify its impact on the improvement of the Rabin-
Karp algorithm.
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With the insertion of the XOR Filter due to its one of the fastest and less memory
consumption than other filters (Martinez and Larrabeiti, 2024), it will be placed in the
preprocessing phase of the Rabin-Karp. This will give probable results of the researcher’s
method a better performance for the runtime execution compared to previous techniques
made in the improvement of the Rabin-Karp Algorithm. A study by Graf and Lemire (2020)
evaluates the performance of three filters: Bloom, Cuckoo, and XOR Filters. They
mentioned the problems encountered in both Bloom and Cuckoo Filters, while XOR Filter
has not yet been implemented in any previous studies. From their evaluation, they
concluded that the use of XOR Filters is faster and smaller than the two filters mentioned.

Therefore, the objective of this study is to enhance the Rabin-Karp Algorithm by
incorporating the XOR Filter. This aims to the optimization of the algorithm’s runtime
performance and has a detailed comparative analysis table showcasing the outcomes and
efficiencies of the integrated filters to the said algorithm.

LITERATURE REVIEW
Rabin-Karp Algorithm

The Rabin-Karp algorithm created by Michael O. Rabin and Richard M. Karp in 1987 is a
type of string-matching algorithm that searches through a text for a substring pattern
using hashing technique and brute force comparison. This algorithm works exceptionally
well in multiple-string matching (Putri and Siahaan, 2017).

From the study of Leman, Rahman, Ikorasaki, Riza, & Akbbar (2019) it was shown how
the Rabin-Karp works as follows:

1. Application of hash functions
2. Preprocessing phase in time complexity O(m) and constant place
3. Seeking phase in the complexity O(m)

4. O(n+m) estimation of active time second paragraph

It is discussed that indexing and retrieving data are based on keys by the hash function.
The hash function assigns the index value to a key, and every time the data relates to the
key, it has its access, and the hash function is applied. First, the text is hashed when the
data is saved, which may result in a value. The value is then compared to the index value
when it seeks the data.

Probabilistic Data Structure

Probabilistic Data Structures or PDS are essential for optimizing Big Data and streaming
applications, reducing analytical latency. These different data structures use hash functions
to efficiently represent sets of objects in stream-based computing, providing
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approximations with error boundaries. This guarantees that precise approximations are
incorporated directly into the collection of data. PDS outperforms traditional data
structures by utilizing less memory while maintaining constant processing time for
complex queries (Singh et al, 2020). This collection of different data structures includes the
Bloom filter (Luo et al, 2020), the Cuckoo filter (Fan et al, 2014), and the XOR filter (Graf
and Lemire, 2020) which is widely used in different applications.

Bloom Filter

Introduced by Burton Howard Bloom in 1970, A Bloom filter is a space-efficient
probabilistic data structure that checks whether a given element belongs to a set or not.
Its primary advantage is its ability to deliver constant-time membership queries with a
relatively small amount of memory. Bloom filters are widely employed in applications
where the cost of false positives is acceptable and memory efficiency is critical, such as
network routers, distributed systems, and databases (Luo et al, 2020).

Here is a quick rundown of how a Bloom filter functions:

1. Several hash functions and a fixed-size array (bit array) of zeroes are used to
initialize a Bloom Filter

2. Then it hashes every element introduced to the set using a variety of hash
functions. The relevant bits in the array the set to 1 using the hash values that
are generated by the filter.

3. The same hash functions are also to determine whether an element is a part of
the set. The element is most likely to be included in the collision it could lead to
producing false positives.

4. Due to the instance of a hash collision which could give false positives, implying
that an element is in the set when it is not. Bloom filter, however, never
produces false negatives; if it indicates that an element is not in the set, it is
accurate.

METHODOLOGY

The Rabin-Karp algorithm will be using the XOR Filter in this study to improve its
capabilities and solve the execution time problem in the algorithm.

In 2020, Guaf and Lumire conducted an initial study on the XOR Filter to give a space-
efficient substitute for traditional data structures such as Bloom filters, while maintaining
low false positive rates and constant-time lookups. The XOR filter, which combines bitwise
XOR operation with hash functions, is described in the study as a probabilistic data
structure that is utilized for approximate set membership checking. A set of items can be
efficiently represented by it, and it can ascertain the likelihood of any given element being
a member of the set or not.
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XOR Filter will help resolve the runtime issues encountered by the Rabin-Karp
Algorithm because of its constant-time complexity for set membership testing, which
implies that the time spent to check whether an element is a member of the set does not
rely on the size of the dataset. When the XOR Filter was put to the test against other
probabilistic data structures, it performed very well in terms of query-time efficiency and
having little space consumption, even for moderate false-positive probability.

To enhance the runtime efficiency, there are several optimization techniques for the
traditional Rabin-Karp algorithm. As for this method, employing the XOR filter before

applying the Rabin-Karp is introduced to improve the algorithm's execution time. The
flowchart of the enhancement on the Rabin-Karp Algorithm can be seen in Figure 1.
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Figure 1. Flowchart of the Enhanced Method
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The enhanced method has been implemented through the following steps:

e The XOR Filter is constructed using the given patterns, which will be used to
check for any pattern absence in the given input data.

o Allthe patterns that are not present in the input data will be removed, resulting
in a decrease in patterns subject to comparison.

e The string-matching process will now be performed using the updated patterns,
sliding through the input text until it reaches the final character.

Rabin-Karp now allows for faster completion of the exact matching step. Comparing all
patterns is not necessary, resulting in fewer comparisons and a lower computing load for
multi-pattern string matching. Additionally, it boosts performance. Furthermore, the
frequency of memory calls lowers significantly.

The Enhanced Rabin-Karp Algorithm using XOR Filter was evaluated using randomly
generated strings for the pattern and input data. The length varied from 81920 bits up to
5242880 bits, in contrast, the size used was chosen to assess the enhanced algorithm
performance across different data sizes. Lastly, for the tool used to test the runtime of the
algorithm, we used the 'time' library in Python, in which a function called process time is
available and capable of computing the CPU time of a program.

RESULTS

The enhanced algorithm was written in Python programming language and was
executed in a Linux environment (Ubuntu) using Windows Subsystem for Linux (WSL) on
a Ryzen 3 CPU. Furthermore, comparing the existing target algorithm to the enhanced
algorithm was evaluated using a runtime test, this refers to the time taken by the algorithm
to execute. The chosen method conducted to measure the runtime of the algorithm does
not include the time taken during sleep, as it only renders the time that the current process
rendered since it was generated by the operating system. This way of calculating the
runtime of an algorithm acts as a portable counter but also offers the best available
resolution.

The input parameters used in the algorithm as shown in Table 1 are represented in terms
of bit(s) and consist of the following:

e Input Data - The string that will be scanned or searched through for any pattern
that matches the given ‘pattern’ parameter.

e Pattern Data - The string or pattern that will be used as the basis for searching
and matching the strings within the Input Data.
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Table 1. List of Execution Time for the Naive RKA, Target Algorithm, and the Enhanced

Algorithm
EXECUTION TIME(S)
(lower is better)
Input Data (B) Rabin Karp Improved RKA Using Modified Rabin-
Algorithm Bloom Filter Karp Algorithm
81920 1 7 6
163840 46 26 24
372680 182 101 94
655360 712 400 376
1310720 2775 1595 1447
2621440 11403 6275 5854
5242880 43920 26297 23120

Table 1displays a list of execution time (S) of the Naive RKA, Improved RKA using Bloom
Filter, and the Modified Rabin-Karp Algorithm. The leftmost column shows different sizes
of input data (B). Having a lower record of time, this gives better results which will be also
presented in the following figures.

Runtime Results

—8— Rabin Karp Algorithm
—8— Improved RKA Using Bloom-Filter
—8— Modified RKA
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Figure 2. Runtime Results per Input Data

Figure 2 which is the line graph that represents Table 1, compares the runtime results
for various input data sizes for the Naive Rabin Karp Algorithm, the Improved Rabin Karp
Algorithm with the Bloom Filter, and the enhanced algorithm speed in terms of execution
time.
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Figure 3. Number of true positive patterns per input data

Regarding Table 1, the researchers generated uniform testing parameters, all tests
provided contain the same data and pattern. It is also important to note that the size of
the given pattern is equal to the size of the input string, in addition to that it also consists
of two subsets, one having all true positives (present in the input string) as shown in Figure
3, and the other does not.

Performance Increase of Modified RKA vs Naive Rabin-Karp Algorithm

48.5

Performance Increase (%)
B
=
=)

¥
Input Data Size (Bytes)

Figure 4. Percentage of the increased performance of the enhanced algorithm
compared to the naive Rabin-Karp algorithm.
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Performance Increase of Modified RKA vs Improved RKA Using Bloom-Filter
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Figure 5. Percentage of the increased performance of the enhanced algorithm
compared to the Improved Rabin-Karp Using Bloom-Filter.

DISCUSSION

Upon closer analysis of the results presented in Table 1, and Figures 4 and 5, the
efficiency of the enhanced algorithm consistently outperforms the Naive and Improved
RKA using Bloom Filter. This implies that the enhanced enhancement maintains its
performance well in handling different datasets, prevailing it as practically suitable for real-
world applications where processing efficiency is crucial. Moreover, the technique
performs better in every tested scenario; yet the effectiveness of the enhancement varies
from what is introduced depending on the specific characteristics of the input data and
pattern length. This underlines the importance of considering the nature of data, and the
requirements of an application when selecting an algorithm for pattern or string-matching
tasks.

Lastly, it shows a significant improvement in the runtime performance of the enhanced
algorithm compared to the existing methodologies. On average results, the enhanced
algorithm surpasses the Improved Rabin-Karp using Bloom Filter by 9%, and notably, it
achieves a substantial 47.53% runtime performance gained compared to the baseline of the
Rabin-Karp algorithm.

CONCLUSIONS AND RECOMMENDATIONS

In conclusion, the integration of the XOR Filter into the Rabin-Karp Algorithm shows
runtime efficiency improvements compared to the targeted approach which uses the
Bloom Filter. The modified solution shows its ability to scale effectively with larger data
sets, making it practically suitable for applications or scenarios that deal with massive data
inputs. Leveraging probabilistic data structures like the XOR Filter optimizes pattern-
matching algorithms, reducing unnecessary computations by actively checking the

3097



presence and/or absence of the given pattern in the input data. However, performance
gains vary based on data characteristics like input size and pattern length, emphasizing the
importance of careful algorithm selection and implementation.

The researchers strongly recommend future researchers delve into alternative
techniques that were not addressed within the scope of this study. In addition, other types
of filters may be utilized depending on the implementation that will be done for future
works. Lastly, there is a notable surge in the development of Artificial Intelligence (Al)
where future researchers can explore diverse strategies and implementations aiming for
the improvement of the current algorithm. Overall, this study potentially offers promising
implications for efficient pattern matching in various domains, warranting further
optimization and exploration in future research endeavors.

IMPLICATIONS

The finding of this study left its significance for both research and practical applications
in the field of pattern-matching algorithms. With an observed improvement in runtime
efficiency by incorporating probabilistic structures, such as XOR Filter, it demonstrates
potential subtle modifications in producing authentic advancements, especially in dealing
with massive amounts of data. However, variations in performance increase across data
features emphasizing the relevance of carefully selecting and implementing algorithms
adapted to certain scenarios. Furthermore, the proposal for exploring alternative
methodologies and filters that are not included in this work opens possibilities for future
research, potentially leading to major advances in pattern-matching algorithms.
Collectively, this study lays the framework for future research aimed at improving
efficiency and effectiveness in a variety of disciplines.
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