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Abstract 
 
Purpose – This study aims to improve the embedding process and the integration of an 
additional layer of security to enhance the overall security of the based Least Significant 
Bit Algorithm. 

Method – The study incorporated the use of NTRUEncrypt for the encryption of the 
plaintext message, and a randomized embedding technique by generating random pixel 
locations based on the Lorenz Chaos System. This was assessed using histogram analysis 
to show the difference between the original and the stego-image, Mean Squared Error 
(MSE), and Peak signal-to-noise ratio (PSNR). 

Results – The modification has been evaluated using a histogram along with the result of 
its PSNR and MSE, at which the modified least significant bit algorithm obtains the highest 
PSNR score of 77.078% and the lowest MSE score of 0.0012% for the 512x512 image size, 
which resulted in a less distorted image and better quality of the image compared to the 
original base LSB. 
 

Conclusion – The modification of the least significant bit algorithm successfully 
implemented a randomized embedding process through the Lorenz System and encrypted 
the secret message through NTRUEncrypt before embedding to further secure the 
message inside the image. Image distortion was also lessened as tested from the different 
sizes of images, which were tested through the PSNR and MSE metrics. 
 

Recommendations – The study suggests the implication of machine learning algorithms in 
generating key pixel locations for data embedding and the use of text compression 
algorithms to reduce the size of the embedded secret message. 
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Research Implications – This study is a significant resource for future researchers interested 
in exploring literature on image steganography and secure communication. Thus, it 
introduces a novel approach by integrating lattice-based encryption and chaos systems, 
thereby enhancing secure communication through digital image steganography. 
 

Keywords – digital image signature, image steganography, least significant bit, Lorenz 
system, NTRUEncrypt 
  

 

INTRODUCTION 
 

 The continuous progression of digital technologies has shown a significant impact 
on our daily lives, whether for productivity, communications, etc. Computers are now 
everywhere, and these are utilized to obtain information and move data from different 
places. However, this growth of digital technology has also had its drawbacks since 
problems with cybercrimes and data breaches are becoming rampant. With that, necessary 
measures are needed to ensure that the confidentiality and integrity of data remain intact, 
especially when it is being transmitted over the Internet. There are two important 
techniques for providing security, these are cryptography and steganography (Arya & Soni, 
2018). Cryptography is the practice of securing information by encryption so that only an 
authorized person with the right tool can decrypt secret information.  On the other hand, 
Steganography is the technique or practice of hiding a message or information inside a 
digital medium (Yadahalli et al., 2019).  
 

Steganography works by utilizing unused and redundant parts of a file in a specific 
format wherein it is embedded in a way that is difficult to notice and since images, videos, 
and audio digital files contain an excessive amount of redundant data, they are commonly 
used in steganography techniques (Abed et al., 2015). There are two main domains in image 
steganography, namely spatial domain, and frequency domain. Cosine, Wavelet, and 
Fourier transformations are used in the frequency domain. In the spatial domain, Least 
Significant Bit (LSB) and Pixel Value Differencing (PVD) are the commonly used methods 
(Setiadi, D., 2019). The Least Significant Bit approach involves concealing a confidential 
message by modifying the least significant bits of an existing image while avoiding any 
changes to the most significant bits so that it does not result in unwanted distortion to the 
image (Jayapandiyan et al., 2017). However, the Least Significant Bit embedding method 
can generate problems because it only modifies pixel points sequentially, meaning that the 
first bit of the message will be stored in the least significant bit of the first pixel. Making it 
simple to identify the hidden message through data analysis. It only occupies a certain part 
of the pixel of the carrier image and does not utilize the entire pixel space provided in the 
image (Al-Azzeh et al., 2019; Dong, 2020).  

 
Encryption is not used in the least significant bit algorithm, which is generally 

considered an extra security precaution to guarantee that the hidden message cannot be 
deciphered in its original form. Meaning, that the traditional LSB is vulnerable to being 
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retrieved, decoded, and modified by unauthorized persons (Alatawi & Narmatha, 2020). 
Furthermore, this study is structured with a solution to overcome these drawbacks: initially, 
to improve data security by integrating NTRUEncrypt which is a Lattice-based 
Cryptography, an innovative encryption technique that protects against unauthorized 
access. And a random embedding method based on the Lorenz Chaos System. 
 

LITERATURE REVIEW 
 
Least Significant Bit Algorithm 

  

The Least Significant Bit Algorithm (LSB) approach involves concealing a confidential 
message by modifying the least significant bits of an existing image and avoiding any 
changes to the most significant to prevent producing unwanted distortion to the image 
(Jayapandiyan et al., 2017). The main advantage of LSB compared to other techniques is 
that it is easier to hide secret message bits directly in the Least Significant Bit plane of the 
cover image. However, if an individual is aware of a specific hidden message concealed in 
an image, the traditional LSB technique can be easily extracted using straightforward bit 
manipulation (Al-Azzeh et al., 2019; Abed et al., 2020). Normally, the Least Significant Bit 
embedding method occurs by a sequential selection of pixel points, meaning that the first 
bit of the message will be stored in the least significant bit of the first pixel, making it 
relatively easy to extract the secret data by simply manipulating a few bits (Abed et al., 
2020). Additionally, the least significant bit algorithm lacks encryption, which is regarded 
as an added security measure to ensure that the concealed message remains 
indecipherable in its original form. Furthermore, numerous research findings have 
indicated that incorporating encryption and integrating based LSB with encryption could 
significantly improve overall security, especially since steganography is not generally 
standardized and in need of a uniform level of security capability (Gutub & Al-Shaarani, 
2020; Tayyeh & Al-Jumaili, 2022).  
 

Lorenz System 
 

There are two kinds of pseudorandom generators. These are the linear PRNG, which 
utilizes the linear recurrences modulo, and the linear feedback shift register for generating 
pseudorandom sequences. The chaotic system is determined as a non-linear system with 
excellent randomness, fast speed, and lower cost. Chaotic systems have been widely used 
in the design of pseudorandom sequence generators (Yildirim & Tanyildizi, 2023). The 
Lorenz system possesses numerous characteristics, making it suitable for cryptographic 
operations (Al-Hazaimeh et al., 2019; Shakir et al., 2023). According to the study by 
Alshammari, A. (2019), significant requirements are needed to be attained when creating a 
cryptographic requirement; it should pass the tests for confusion and diffusion, 
randomness of bit stream sequence, and sensitivity of mismatched key. In the study, they 
tested the Lorenz randomness Generator by generating 100 binary sequences, each 
containing 1,000,000 bits. These sequences were subjected to randomness tests to identify 
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and mitigate any vulnerabilities in the Lorenz system. With that, the cryptosystem was 
evaluated using the NIST randomness test. Wherein. These tests are essential for 
determining the quality and dependability of random number generators used in 
cryptography applications (Rukhin et al., 2010). The used of Lorenz system successfully 
passed all the NIST 800-22 statistical randomness tests.  
 

NTRUEncrypt 
 

Lattice-based Cryptography is an advancement that contributes to the basic 
principles of cybersecurity laying the foundations to improve ineffective cryptographic 
policies (Pradhan et al., 2019). Wherein among the post-quantum cryptography families, 
Lattice-based Cryptography is constantly accepted due to its provision of a rich set of 
primitive cryptographic protocols that can be used for dealing with the problems posed by 
deployment across computing platforms including the capability to perform 
computational power on encrypted data by providing better foundations for procedures 
based on asymmetric key cryptography against intruders (Nejatollahi et al., 2019). In the 
study by Harjito et al (2019), they compared two asymmetric cryptography systems, 
particularly the Rivest-Shamir-Adleman and Nth-Degree Truncated Polynomial Ring 
algorithms based on their key generation time, encryption, decryption, and security level. 
Wherein, the study determined that the NTRUEncrypt algorithm is more resilient and 
secure than the Rivest-Shamir-Adleman algorithm, making it recommended for security 
utilization. In addition, RSA, NTRU, and ECC which are all encryption algorithms classified 
as asymmetric were also compared by (Khalaf et al., 2019) based on three parameters: key 
size, encryption generation, and time for decoding. The result gathered indicates that ECC 
produces smaller key sizes compared to RSA and NTRU. However, NTRU has a better 
performance compared to ECC and RSA for time complexity and the overall security of the 
encryption algorithms. 
 

METHODOLOGY 
 
 This study aims to mitigate the deficiencies associated with the based Least 
Significant Bit Algorithm that was identified in the study. This includes the base Least 
Significant Bit algorithm not encrypting the secret message when embedded, which allows 
unauthorized individuals to read the message, and only embedding the bits inside the 
image sequentially, making it vulnerable to statistical attacks. With this, the study is 
focused on developing innovative methods to address these challenges and improve the 
overall performance of Least Significant Bit Image steganography by enhancing the 
security of the plaintext through encryption using NTRUEncrypt and randomizing the 
embedding process of the secret message inside the cover image based on the Lorenz 
Chaos System. 
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Framework of the Modified Least Significant Bit Algorithm 
Figure 1 illustrates the implementation of the Modification to the Least Significant 

Bit Algorithm. The green and yellow colors denote the modifications and tweaks done to 
the Least Significant Bit Algorithm while the blue color denotes the original least significant 
bit algorithm. The process is divided into three stages: the input stage, the process stage, 
and the output stage. For the input stage, the study utilizes a plaintext message and four 
images obtained from the Image Processing Place; these images were divided into four 
different sizes which are 64x64, 128x128, 256x256, and 512x512 that would serve as our 
inputs.  

 

 
Figure 1. Framework of the Modified Least Significant Bit Algorithm 

 
For the Process stage, the plaintext will be encrypted using NTRUEncrypt, which is 

an asymmetric encryption that utilizes two different keys for encryption and decryption. 
The key generation for the public key will occur by using the modulo of the private key, and 
then encrypting the text by equating the modulo of the public key and the plaintext. On 
the other hand, the binary form of the cover image is needed to gather each pixel's least 
significant bit. Next, the ciphertext that is produced will be converted to its binary 
equivalent, then, the random embedding of the encrypted message will be performed 
based on the Lorenz Chaos System. The process will repeat until the whole cipher text is 
embedded inside the image.  
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For the output stage, after the secret data is embedded, the stego-image will be 
generated as an output. To verify the message, the stego-image needs to be decrypted by 
using the proper private key for encryption from the authorized user. 

 
For evaluating the performance of the algorithm enhancement, the most common 

type of assessment for Image Steganography will be utilized. These include Mean Squared 
Error (MSE) and Peak Signal-to-Noise Ratio (PSNR).  

 
These metrics shall determine the quality of the stego-image generated from the 

modified algorithm. The MSE aims to assess the image distortion and total quadratic 
mistake between the original image and the stego-image. It can be computed using 
Equation 1:  

 

𝑀𝑆𝐸 =  
1

𝑚𝑛
∑ ∑ [𝐼(𝑥, 𝑦) − 𝐾(𝑥, 𝑦)]

𝑛−1

𝑦=0

𝑚−1

𝑥=0

2

 

 
Where m denotes the height and n denotes the width of the cover image along with 

the stego-image. While I (x, y) and K (x, y) denote the pixel values of the two images 
(Tayyeh & Al-Jumaili, 2022).  

 
 
Peak Signal-to-Noise Ratio (PSNR) aims to assess the image quality of the stego-

image. As well as test how cohesive the stego-image is to the cover image. It can be 
computed using Equation 2:  

𝑃𝑆𝑁𝑅 = 10 log10
𝑀𝑎𝑥2

𝑀𝑆𝐸
 

 
Where Max is the total number of values inside a pixel, which is 255. A higher Peak 

Signal-to-Noise Ratio (PSNR) value indicates a better-quality image, and a lower Mean 
Squared Error (MSE) value implies a smaller discrepancy between the stego-image and 
original image (Bakhshali et al., 2021; Yadahalli et al., 2019).  

 

RESULTS AND DISCUSSIONS 
 

Secret Message Encryption using NTRUEncrypt 
 

In the Modified Least Significant Bit Algorithm the secret message was modified 
from plaintext ASCII to a lattice-based encryption format called NTRUEncrypt. The NTRU 
algorithm requires both a public and private key to encrypt and decrypt a plaintext ASCII. 
The parameters used for generating the public and private NTRU keys are N=107, p=3, q=64. 

 

 
 

Equation 1 

 Equation 2 
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Figure 2. Sample output of encrypting a plain text ASCII using NTRUEncrypt 
 

In figure two (2), after confirming that the private key has already been generated, 
it counts the maximum number of bytes the image can store. This is calculated using (width 
* length * 3) / 8. Then the secret message is encrypted using NTRUEncrypt and converted 
into its binary equivalent.  

 
Image Imperceptibility 
 

The image used in this study was obtained online and has been used as one of the 
standard test images for digital image processing. The standard pixel dimensions for image 
processing testing are 512x512, 256x256, 128x128, and 64x64. The original cover image and 
the stego-image were tested separately for MSE, PSNR, and histogram analysis. The images 
were chosen as they represented a wide range of red, green, and blue hues which makes 
the images the perfect candidate for standard image testing. 

 

 
Figure 3. Cover images (top) and the corresponding stego-images (bottom) from left to 

right Baboon, Boat, Fruits, and Peppers 
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Figure three (3) shows the comparison of the initial cover image located at the top 

row and the modified stego-image located at the bottom row. The figure shows that there 
is no visible difference between the images. The modified stego-images were embedded 
with a secret message that when compared with the original image, the naked eye could 
not see any difference. Regardless of whether the image has RGB values or grayscale, the 
modified LSB manages to trick the naked eye by making each image have no noticeable 
difference at a glance. The modified LSB alters the smallest bit of the pixel to embed the 
image so that even if there is a difference on the image in a technical sense, there is no 
marginal difference in a visual sense which would alarm any suspicion on the images 
provided.    

 

Modified Least Significant Bit Secret Message Embedding 
 
              The modification of the message embedding is the next step in modifying the Least 
Significant Bit Algorithm. Initially, the LSB algorithm embeds the data sequentially meaning 
it embeds from the first row of the image, if the row is already embedded it moves to the 
next, until the message is fully embedded. In the Modified Least Significant Bit, the 
researchers utilized the Lorenz Chaos System as a basis for generating random pixel pairs 
for the image to be embedded. Since the Lorenz Chaos System is sensitive to the initial 
parameters for its random generation the researchers used the following parameters 
sigma=10, rho=28, and beta=8/3 which are the optimal parameters for the Lorenz Chaos 
System. 

Figure 4. Sample list of randomized x and y pixels generated from the Modified Least 
Significant Bit Algorithm 

 
               Figure four (4) exhibits a sample of the first 100 pixels generated based on the 
Lorenz Chaos System. After encrypting the plaintext message and converting it to its 
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binary equivalent, the Modified Least Significant Bit Algorithm generates the randomized 
pixel locations where the binary secret message will be embedded. The algorithm will go 
to the randomized pixel location and extract the red, green, and blue values of the pixel. 
Since a binary consists of eight numbers a total of three pixels will be used to store the 8-
bit binary. It will compare the least significant bit of the pixel and embed the binary 
respectively. If the last bit of the r channel is 1 and the data to be embedded is also 1 then 
there would be no change. However, if the last bit of b is 1 and the data to be embedded is 
0 then the last bit of b will be modified to 0. To check if all the data is embedded the 
algorithm checks for the initial size of the message and the total size embedded through 
the loop. After which the loop will end. 
 

Histogram 
 

Comparing the images side by side without using any tools would not show much 
of a difference between the original and the stego-image. However, if the images were 
analyzed using a histogram, it can plot the differences between the original cover image 
and the modified stego image. On the first row where we compare baboon-64x64 and 
baboon-64x64_ENHLSB. In Figure five (5), the difference in the number of blue pixels 
around bin 75 increased on baboon-64x64_ENHLSB. This indicates that the modified bits 
of the blue pixels either increased or decreased by one bit. The smaller the image 
dimension the more noticeable the difference between the images. Compare this to 
baboon-512x512 and baboon-512x512_ENHLSB. Where the number of pixels in the bins is 
not that noticeable on the plot this is the benefit of using a larger image size when utilizing 
the modified LSB. 
 

Modified LSB Properties and Embedding 
 

Table 1 describes the image “baboon” and its different image sizes. It should be 
noted that the data embedded across all stego-images is "hello world" equivalent to 
around 2800 bytes. The size of the original cover image and modified stego image are 
different as the modified stego image is smaller than the cover image except for the image 
with the largest dimensions. The size difference of the images is less than the original up 
until the largest image size of 512x512 where in the size increase is only around 4 KB. As the 
size of the image increases the number of bytes the modified LSB can embed also increases. 
The amount of time it takes to embed the data also increases as the size of the image 
increases. 
 
 
 
 
 
 
 



 

3020 

 

 
 

Histogram of Cover Image and Stego Image (R, G, B) 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 

 
 

 
 

 
 
 
 
 
 
 
 
 
 

Figure 5. The histogram images of the original cover image (left) and the stego image with 
the embedded secret message (right). 

 
 

 

(a) Cover Image (b) Stego-Image 
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Table 1. Image Size, Cover Image File Size, Stego Image File Size, Size of byte embedded, 

Elapsed time. 

 
Image Quality Assessment 
 

Making changes to the original cover image can distort the quality of the image. 
These metrics are used by comparing the original image and the modified stego-image. To 
evaluate the image quality of the modified stego-image the study shall make use of the 
metrics of MSE and PSNR.  

 
Table 2. Comparison between the base LSB stego-image and Modified LSB stego image 

using MSE and PSNR 
Base LSB Image Modified LSB Image MSE  PSNR  

  Base LSB Modified LSB Base LSB Modified LSB 

baboon64base.png baboon-64x64.png 0.1326 0.0823 56.906 58.978 

baboon128base.png baboon-128x128.png 0.0333 0.0205 62.903 65.011 

baboon256base.png baboon-256x256.png 0.0081 0.0052 69.036 70.955 

baboon512base.png baboon-512x512.png 0.0020 0.0013 75.040 76.777 

boat64base.png boat-64x64.png 0.1210 0.112 57.290 57.636 

boat128base.png boat-128x128.png 0.0317 0.0281 63.106 63.638 

boat256base.png boat-256x256.png 0.0077 0.0071 69.245 69.602 

boat512base.png boat-512x512.png 0.0019 0.0016 75.223 75.862 

fruits64base.png fruits-64x64.png 0.1240 0.0879 57.178 58.691 

fruits128base.png fruits-128x128.png 0.0318 0.0211 63.098 64.871 

fruits256base.png fruits-256x256.png 0.0074 0.0057 69.402 70.567 

fruits512base.png fruits-512x512.png 0.0017 0.0013 75.822 76.669 

peppers64base.png peppers-64x64.png 0.1220 0.0974 57.264 58.244 

peppers128base.png peppers-128x128.png 0.0306 0.0214 63.267 64.822 

peppers256base.png peppers-256x256.png 0.0080 0.0052 69.086 70.968 

peppers512base.png peppers-512x512.png 0.0016 0.0012 76.0837 77.078 

 
The findings in Table 2 indicate that the modified LSB produces satisfactory PSNR 

results and the MSE confirms that there is no marginal difference visually between the 
original cover image and the modified stego image. Large image sizes have a better PSNR 
score as the amount of data the modified LSB can embed inside the images is vastly larger 
than the other image sizes. When comparing the stego-images generated by the base LSB 
method and the Modified LSB technique, the Modified LSB shows a better PSNR and MSE 
score than that of the base LSB. The biggest factor for these scores is the length of the 
secret message as well as the pixel location for the data embedding. The modified LSB 

Image Name Image 
Size 

Cover Image 
File Size 

Stego Image File 
Size 

Max bytes to 
encode 

Elapsed Time for 
embedding 

baboon-64x64.png 64x64 11471 bytes 10205 bytes 3536 bytes 0.30 seconds 

baboon-128x128.png 128x128 45803 bytes 39859 bytes 6144 bytes 0.37 seconds 

baboon-256x256.png 256x256 186122 bytes 160035 bytes 24576 bytes 0.64 seconds 

baboon-512x512.png 512x512 637192 bytes 643164 bytes 98304 bytes 1.75 seconds 
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scored lower in MSE indicating it has less distortion and quadratic error than the LSB. PSNR 
score for the modified LSB is also higher which means that the output stego-image is more 
cohesive and has less noise than the base LSB. 

 
CONCLUSION AND RECOMMENDATIONS 
 
Conclusion 
 

Image steganography using the Least Significant Bit Algorithm integrated with 
NTRUEncrypt and Lorenz Chaos was successfully tested and implemented in this study. The 
modification satisfied all the evaluations such as histogram, PSNR, and MSE required by the 
researchers. The findings indicated that the Modified LSB is an enhancement to the base 
least significant bit algorithm in terms of image distortion, encryption, and image 
embedding process. Graphical metrics from the histogram showed that there is no 
marginal difference between the original cover image and the modified stego image. The 
findings from the PSNR and MSE tests indicate that the Modified LSB performed positively 
on the generated stego-image. With the highest PSNR score of 77.078 and an MSE score of 
0.0012 for the 512x512 image size generating a less distorted image. This signifies that the 
modified LSB yields a better stego-image, exhibiting a closer resemblance to the original 
cover image. The plaintext message's encryption using NTRUEncrypt resulted in a more 
secure secret message increasing the algorithm's confidentiality. NTRUEncrypt lattice 
nature makes it harder to acquire the secret message without the proper private and public 
keys in place. The embedding process of the Least Significant Bit algorithm was further 
modified via a randomized embedding process utilizing the Lorenz Chaos System. This 
improvement resulted in the NTRUEncrypt encrypted plain text being embedded randomly 
throughout the image requiring a key to decipher the location.   
 

Recommendations 
 

For future suggestions, it can be experimented with different image formats, 
particularly those with lossless compression characteristics, and embedding audio or video 
files inside an image. Text compression algorithms also help to reduce the image's file size 
immensely, as encrypted text requires more bytes to encode compared to plaintext format. 
Furthermore, the use of machine learning algorithms to generate key pixel locations was 
also suggested for data embedding. 
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