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Abstract

Purpose — Mobile banking is becoming increasingly popular in Thailand. This study
investigates the relationship between cyber security knowledge, awareness, and
behavioural choice protection among mobile banking users in Thailand.

Method — A quantitative approach was employed. The questionnaire was developed based
on reliable and valid sources. The online questionnaire was adopted to collect the data
through convenience sampling of 414 mobile banking users in Thailand. The data were
analysed using SPSS Version 27 and ADANCO 2.3 for hypothesis testing.

Results — The results reveal that cyber security knowledge significantly impacts cyber
security awareness and behavioural choice protection. Cybersecurity awareness
significantly impacts behavioural choice protection. Cyber security awareness significantly
mediators between cyber security knowledge and behavioural choice protection.

Conclusion — Cyber security knowledge and awareness are critical for influencing
behavioural choice protection among Thai mobile banking users. As a result, banks must
develop an effective cybersecurity strategy to meet the needs and expectations of mobile
banking users. As a result, there may be an increase in mobile banking users, and high
business performance may incur.

Recommendations — This study employed sampling to explain only mobile banking from
customers' perceptions. It may not cover other sectors. Hence, there should be increased
sampling in a variety of industries. Furthermore, this study consists of a self-administered
questionnaire for quantitative analysis. Thus, more insightful analysis through qualitative
research could also explain the association between cyber security awareness, cyber
security knowledge, and behavioural choice protection among mobile banking application
customers or other sectors in Thailand.

Research Implications — This study contributed to the existing literature on cyber security
awareness, cyber security knowledge, and behavioural choice protection. Therefore, the
findings of this study may help academics expand their research by incorporating
additional potential factors. These metrics could guide future cybersecurity research and
its outcomes in the digital era.

Practical Implications — The implications could be applied to any sector in explaining the
association between cybersecurity awareness, knowledge and behavioural choice

protection among mobile banking application customers or other sectors in Thailand.

Keywords — cyber security, awareness, knowledge, behavioural choice protection, mobile
banking
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INTRODUCTION

The role of technology has increased, and technology now has an enormous impact
on people's daily lives. Technology is crucial in the banking industry. As one of the largest
financial institutions, banking is always looking for new ways to use technology to improve
customer experience and convenience. A mobile phone is a standard technological device
that has become a part of everyone's life in the information age. Hence, the growth rate of
financial transactions conducted through online platforms has increased. Mobile banking
is a new alternative channel for delivering banking services (Devadevan, 2013; Kraiwanit &
Srijaem, 2021). Furthermore, the explosive growth of Information and Communication
Technologies (ICT) in the financial industry, particularly the banking sector, has
transformed how banks deliver customer services. Customers perform banking activities
such as checking account balances, making payments, applying for credit, and conducting
transactions using hand-held devices through the mobile banking model, a dynamic
banking channel of banks (Aldiabat et al., 2019). In addition, mobile banking allows
customers to conduct financial transactions from anywhere, at any time, using a mobile
handheld device and a data plan. It eliminates the space and time constraints associated
with traditional banking activities such as checking account balances or transferring funds
from one account to another. Moreover, this technological advancement has become one
of the most powerful tools in transforming traditional banking services into an online mass
market that reaches a more extensive customer base (Ruangkanjanases &
Wongprasopchai, 2018). Despite having many inherent benefits, m-banking has suffered
from low and slower customer adoption, making this a critical issue to be studied and
explained by many studies worldwide (Aldiabat et al., 2019). Therefore, mobile banking is
an essential topic to study.

Technological advancements have altered how ordinary citizens go about their daily
lives. Many of these activities are carried out via the Internet. These include tax returns,
online banking, job searching, and general socialising (Dlamini & Modise, 2012). The scale
of the rise in cybercrimes is alarming. Moreover, cybersecurity is the most concerning issue
because cyber threats and attacks are on the rise. Cyber security is a vital combination of
security procedures, techniques, tools, and guidelines to protect internet-connected
applications and devices. Similarly, it is the processes and techniques used to protect
sensitive data, computer systems, networks, and software applications from cyber attacks
(Alotaibi et al., 2016; Almaiah et al., 2021). Furthermore, technological adoption is one of
the most difficult challenges for the banking industry. Some risks associated with mobile
banking or internet banking users are their behaviours. If the risk of internet banking
security is real, it can result in financial losses. The financial and banking sectors are more
vulnerable to security threats. User acceptance is a critical factor in technology acceptance.
Working with internet banking necessitates a certain level of computer literacy. Users may
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hesitate to trust a completely automated system (Alghazo et al., 2017). Cybersecurity is a
global phenomenon that poses a complex socio-technical challenge to governments while
also requiring the participation of individuals. Although cybersecurity is one of the most
pressing issues confronting governments today, public awareness and visibility remain low.
Although almost everyone has heard of cybersecurity, people's urgency and behaviour do
not reflect a high level of awareness. All too often, the internet is regarded as a secure
environment for exchanging information, conducting transactions, and controlling the
physical world. However, cyber warfare is already in progress, and there is an urgent need
to improve preparedness. The inability to frame cybersecurity has resulted in the inability
to develop appropriate policies (de Bruijn & Janssen, 2017). Thus, organisations must
ensure that users remain secure online by raising cybersecurity awareness and knowledge
(Bada et al., 2019; Scholefield & Shepherd, 2019). Thailand, like other countries, has
experienced several cyberattacks each year since launching the Thailand 4.0 philosophy in
2016. Fraud, intrusion attempts, and malicious code were the most common threats to
public and private organisations (Senarak, 2021). Furthermore, banks have expressed a
strong interest in system security, but internet banking crime in Thailand persists, primarily
on the customer side (Ingkathawornwong, 2020). Therefore, studying the relationship
between cyber security knowledge, awareness, and behavioural choice protection among
mobile banking users in Thailand is critical.

Research Objective

This study investigates the relationship between cyber security knowledge, cyber
security awareness, knowledge and behavioural choice protection among mobile banking
users in Thailand.

Research Question

How does the Partial Least Squares Structural Equation Model (PLS-SEM) model
explain the relationship between cyber security knowledge, awareness and behavioural
choice protection among mobile banking users in Thailand?

LITERATURE REVIEW

Mobile Banking

Banks are regarded as highly dynamic business entities that provide better terms to
clients who choose to use online banking services when linked to a global network. This
industry, like many others, transforms the Internet and mobile applications or apps into
the most effective channel for providing banking products and services. As a result, there
is an increasingly competitive banking sector with increasingly demanding customers
(Munoz-Leiva et al, 2017). Furthermore, technological advancements in
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telecommunications and information technology (IT) have continued transforming the
banking industry. The delivery of financial services has changed dramatically in recent years.
The banking industry has become increasingly turbulent and competitive around the world.
Banks, aided by technological advancements, have responded to the challenges by
implementing a new strategy focusing on building and providing the highest level of
customer satisfaction by offering better products and services while minimising
operational costs. Mobile banking services are widely used. Understanding the customer
adoption process has important implications for bankers and customers (Al-Jabri & Sohail,
2012; Aldiabat et al., 2019; Loetrueangnapha & Kraiwanit, 2019).

Mobile banking (m-banking) is a service provided by a bank or other financial
institution that allows customers to conduct a variety of banking operations using a mobile
device such as a mobile phone, tablet, or personal digital assistant (Kwateng et al., 2018).
Mobile banking or internet banking is one of the most recent and reliable technologies that
banks use to connect and service their customers who live far from bank branches. The
expansion of mobile banking has increased not only the number of client accounts but also
the volume and the total value of the software. Mobile banking is required to continuously
improve banking services (Loetrueangnapha & Kraiwanit, 2019). Furthermore, mobile
banking has become one of the most important strategies for banks to operate and
transact with their customers. It is a key component of bank expansion strategies. Mobile
banking applications enable payments, banking, real-time two-way data transmission, and
ubiquitous access to financial information and services. Even though mobile phones
outnumber personal computers, and mobile banking has become more popular among
bankers than e-banking, using mobile phones or tablets to conduct banking transactions
or access financial information is not as common as one might expect (Shaikh & Karjaluoto,
2015). The mobile application must be designed in such a way that users can interact with
it effectively. One of the critical success factors of such an application is its ability to use an
application with such a small device effectively and with good interaction (Hussain et al.,

2014).

In Thailand, many young customers are more willing to consider non-traditional
financial services than ever. Young adults are becoming new banking customers as they
enter the consumer society. These younger generations like to experience new things and
expect personalised services. They also expect a diverse range of products tailored to their
lifestyle and personal circumstances, and others easily influence them. Banks try to
increase the popularity of mobile banking by making it easier for customers to use to
remain competitive and maintain customer connections in the digital age. Thailand's
mobile banking services have evolved to be more personalised for customers. As a result,
mobile banking penetration increased slightly from 1.1 per cent in 2011 to 9.3 per cent in
2014 (Ruangkanjanases & Wongprasopchai, 2018). In addition, based on the data from the
Bank of Thailand in 2017, the total number of deposit accounts in Thailand is around 92
million. Still, mobile banking registrations are around 18 million, accounting for only 20% of
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total accounts. Although mobile banking is undoubtedly the future of Thai banking, a
greater client understanding of mobile banking adoption is still a vital and critical issue to
widespread mobile phone penetration, particularly in upper-middle-income economies
such as Thailand (Puriwat & Tripopsakul, 2017). The Bank of Thailand surveyed payment
transactions via mobile banking services. The results showed that at the end of March 2019,
the total number of customer accounts using mobile banking services was 43.882 million.
The transaction volume was 347.853 million, and the transaction value was 1.875 billion
baht. These figures demonstrate the growing popularity of mobile banking services, which
is a positive sign for Thailand's transition to a cashless society (Navavongsathian et al.,
2020).

Cyber Security Knowledge

People are increasingly reliant on internet technologies for day-to-day tasks. The
ease of use has increased mass participation in cyber-related activities. However,
knowledge of existing tools required for cyber threat protection lags. Even basic cyber
security awareness may not translate into sufficient or appropriate cyber security
protection knowledge to mitigate cyber risks and hazards. As a result, it is critical to
increase cyber security knowledge through training programs that use theoretical lectures
and simulators to provide exposure to cyber security protection tools. These would
concentrate on operational, usage, and process aspects of improving user knowledge and
translating it into effective cyber security mitigation behaviour (Zwilling et al., 2022).
Furthermore, knowledge and skills are necessary aspects of competence. It can apply
related knowledge, skills, and abilities required to perform critical work functions
successfully. The more practice, the more able to perform a specific skill with the required
level of proficiency to achieve a particular task. Therefore, to protect their devices from
threats, all technology users must have cybersecurity knowledge, emphasising the
importance of cybersecurity knowledge and skills in using digital technologies (Misra &
Khurana, 2017; Senarak, 2021).

Cyber Security Awareness

The internet has transformed how people manage their lives by connecting with
new people through social networks and opening up new economic horizons for
transactions via mobile devices for individuals and organisations, including a radical shift in
the higher education system and teaching methods. Nonetheless, many people continue
to face information security risks from a wide range of threats. Hence, cyber security
awareness is essential (Zwilling et al., 2022). Cyber security awareness is a type of security
training that is used to inspire, stimulate, establish, and rebuild cyber security skills and
expected security practices in a specific audience. Promoting and encouraging Internet
users to take precautions and training them on online security measures is essential.
Furthermore, it provides these users with cyber security skills in all aspects of cyber security,
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ensuring that not only the national network infrastructures but also the users are resilient
to cyber-attacks and threats (Dlamini & Modise, 2012). Providing users with training to raise
awareness about cyber security is critical. Education, promotion, and other methods are
used to raise cyber security awareness. However, these modes must effectively make an
impression on users (Alotaibi et al., 2016).

Behavioural Choice Protection

Recognising the high cost of cyber risks, research has increasingly focused on the
precautions and behaviours displayed by internet users to protect their devices (Zwilling
et al., 2022). The ability to choose, as opposed to being told what to do or given only one
option, has been shown to have positive effects. People are more internally motivated and
perform better on tasks they have chosen, and they are also more satisfied with their
choices and feel more in control (lyengar & Lepper, 2000). People tend to select only the
parts of a message that interest them. One reason is that, like everyone else, decision-
makers and policymakers will react differently depending on objectively equivalent
descriptions of the same problem. Communication about cybersecurity issues and the
urgent need for policies is a difficult task that requires clear and convincing communication.
People often point to cybersecurity risk as a way to foresee threats to the state to create
a security imagination, a fictionalisation that could foster fear (de Bruijn & Janssen, 2017).

Hypothesis Development

The Relationship between Cyber Security Knowledge, Cyber Security Awareness, and
Behavioural Choice Protection

Soomro et al. (2016) discovered that numerous management activities, including
the development and implementation of information security policies, awareness,
compliance training, the development of effective enterprise information architecture, IT
infrastructure management, business and IT alignment, and human resource management,
had a significant impact on the quality of information security management. Zwilling et al.
(2022) confirmed the relationship between greater cyber knowledge and cyber awareness.
In addition, awareness was linked to security tools, but not the number of information
people are willing to share. Furthermore, Bada et al. (2019) concluded that knowledge and
awareness were necessary but insufficient for changing behaviour and that they must be
combined with other influencing strategies. It was critical to instil positive cyber security
behaviours, which could lead to thinking becoming a habit and becoming part of a
company's cyber security culture. Kruger et al. (2010) confirmed that using a vocabulary
test to assess security awareness levels was beneficial. Moreover, Abawajy (2004)
indicated that information security awareness training was a powerful way of equipping
people with knowledge on specific topics. Almost all participants correctly understood
phishing and the risks it posed to both individuals and organisations after completing the
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training. Mamonov and Benbunan-Fich (2018) confirmed that the awareness of
information security threats improved the strength of newly chosen passwords. Hence,
hypotheses can be devised as follows.

H1: Cyber security knowledge significantly influences cyber security awareness.
H2: Cyber security knowledge significantly influences behavioural choice protection.
H3: Cybersecurity awareness significantly influences behavioural choice protection.

The Mediating Effect of Cyber Security Awareness between Cyber Security Knowledge,
Behavioural Choice Protection

Ahlan et al. (2015) identified several important factors influencing awareness and
their interactions with other factors, such as religious indicators, which can influence peers
not only performance but also social pressure. Furthermore, Van der Schyff and Flowerday
(2021) indicated that information security awareness was a mediator for some personality
traits. It was discovered that information security awareness, in particular, acted as an
indirect mediator between openness and the intention to review privacy settings. It was
revealed that as users with a high level of openness became more aware of privacy-related
threats (via privacy news and events), their desire to review privacy settings increased. It
was also discovered that, albeit complementary, information security awareness mediated
the relationship between conscientiousness and intention to check privacy settings.

H4: Cyber security awareness is the significant mediator between cyber security
knowledge and behavioural choice protection.

Conceptual Framework

Cyber Security
Awareness

Cyber Security _ Behavioural Choice
Knowledge Protection

Y

Figure 1. Conceptual Framework, based on the study of Zwilling et al. (2022)
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RESEARCH METHODOLOGY

Research Method

This quantitative research employed closed-ended questionnaires (Likert's Rating
Scale) for data collection. The questionnaire items were developed by the researchers
based on previous research. Moreover, the questionnaire was tested on 30 respondents
(pre-testing) for a dedicated questionnaire. Measuring instruments' reliability and validity
were also evaluated. According to Si Dha et al. (2022), it is crucial to comprehend that the
validity of an instrument refers to how well it measures the researcher's conceptual
framework or hypothesis. The main variables in this study were evaluated using a five-point
Likert’s Rating Scale with the following classifications: strongly agree with a value of 5,
agree with a value of 4, neutral with a value of 3, disagree with a value of 2, and strongly
disagree with a value of 1. An analysis of the demographics of those who responded to the
survey questions was based on the research of Chana et al. (2021), Limna et al. (2022), and
Siripipatthanakul et al. (2022). The questionnaire items in cybersecurity awareness,
knowledge and behavioural choice protection constructs were based on the study of
Zwilling et al. (2022).

Population and Sample

The study's target population was unknown. The samples were Thai mobile banking
application users. The researchers conducted a traditional survey with a 95% confidence
level. According to Napawut et al. (2022) and Sitthipon et al. (2022), a minimum of 385 cases
with a p-value of 0.05 could be obtained through convenience sampling for the inferential
statistics. Therefore, the data collection for this study included 414 participants from
Thailand's five distinct geographical regions.

Data Collection

The researchers gathered data from five regions of Thailand (Northern, Eastern,
Northeastern, Central and Southern-Western) using self-administered questionnaires and
convenience sampling. Before distributing online questionnaires, the researchers clarified
the purpose of the study and solicited the respondents' participation. The online survey
was collected between June 10th and August 10th, 2022.

Data Analysis

For descriptive statistical analysis (frequency and percentage), the demographic
characteristics of the respondents were analysed using SPSS Version 27. The values for
each variable and questionnaire item were calculated using the mean and standard
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deviation. The Cronbach's Alpha was set at 0.6 to determine the main variables set's
reliability following the recommendation of Phetnoi et al. (2021) and Jandawapee et al.
(2022). The validity test was conducted using the factor loadings and was set at 0.6
following the study of Bootsumran et al. (2021). The researchers employed a partial least
square structural equation model (ADANCO 2.3) to confirm the conceptual model, and the
completed data were analysed to test the hypotheses. SRMR was set to less than 0.08, and
AVE was charged at o.5, followed by the study of Jaipong et al. (2022), Limsangpetch et al.
(2022), and Siripipattanakul et al. (2022).

RESULTS

Four hundred fourteen (414) Thai mobile banking users completed online
questionnaires. The majority of respondents were female (59.7%), from the Central part
(47.6%), single (68.1%), older than 41 years old (26.1%), had a bachelor's degree (51.9%),
worked as an employee (34.5%), and earned more than 50,000 baht (19.8%). Table 1 shows
item loadings, mean, standard deviation (SD), Cronbach’s Alpha, and average variance
extracted (AVE). The Cronbach's Alpha was set at 0.6 to determine the main variables set's
reliability. Additionally, the validity test was conducted using the factor loadings and was
setat 0.6.

Table 1. Item Loadings, Cronbach’s Alpha, and Average Variance Extracted (n=414)

Items Factor Mean SD.
Loadings

Cyber Security Knowledge (CSK)
Cronbach’s Alpha = 0.802, AVE = 0.504

CSK1: Lack of proper training and awareness of security issues 0.631 4.65 0.623
concerning staff leads to high threat and data loss, especially in
mobile banking.

CSK2: Internal compromise is more dangerous/undetectable as 0.685 4.70 0.616
compared to external.
CSK3: Due to the countermeasure banking segment is more eye- 0.719 4.64 0.617

catching for Intruders, whereas its mobile banking atmosphere
has more vulnerabilities.

CSK4: Usage of unregistered or unlicensed software is an easy 0.679 4.70 0.622
way to backdoor in mobile banking.

CSKs5: Proper authentication mechanism leads to customer 0.825 4.76 0.520
satisfaction and enhances users' confidence.

CSKé: Avoiding sharing personal IDs can also minimise security 0.704 4.87 0.378
breaches.
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Table 1. Item Loadings, Cronbach’s Alpha, and Average Variance Extracted (n=414) (cont.
g P g

Items Factor Mean SD.
Loadings

Cyber Security Awareness (CSA)
Cronbach’s Alpha = 0.791, AVE = 0.618

CSA1. Cyber Security of mobile banking is essential to the 0.868 4.78 0.558
community or society.
CSA2. Awareness of the Cyber Security of mobile banking is 0.775 4.83 0.431

essential for the community or society, especially for my family,
friends and relatives.

CSA3. Cyber Security of mobile banking is mandatory for the 0.797 4.78 0.553
users.
CSA4. Before using mobile banking applications, basic training is 0.696 4.57 0.729

essential for the community, especially youngsters.

Behavioural Choice Protection (BCP)
Cronbach’s Alpha = 0.793, AVE = 0.550

BCP1: Cyber Security recommends protecting your valuable data 0.772 4.68 0.602
using a dense/strong password.

BCP2: According to Cyber Security policy, numerous password 0.610 4.56 0.805
adjustments can heighten the secure environment.

BCP3: Using recommended antivirus software or firewall can 0.788 4.55 0.654
attain a supreme level of data protection.

BCP4: Using municipal systems or unspoilt net password is 0.714 4.68 0.623
equivalent to a honeypot, which is high risk and not

recommended.

BCPs5: Usage of registered or recommended hardware/software 0.806 4.79 0.465
can be advantageous and maximise the data protection from

Malware.

Table 2. R-Squared (n=414)

Construct Coefficient of Determination (R?) Adjusted R?
Cyber Security Knowledge 0.4104 0.4089
Cyber Security Awareness 0.4783 0.4758

According to Table 2, the coefficient of determination to predict cyber security
knowledge equals 0.4104 or can be explained by predictors of about 41.04%. The coefficient
of determination to predict cyber security awareness equals 0.4783 or can be explained by
predictors of about 47.83%. The adjusted R-square to explain cyber security knowledge and
cyber security awareness equals 0.4089 and 0.4758, respectively.
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Table 3. Effect Overview (n=414)

Effect Beta Indirect Effect Total Effect Cohen’s f?
CSK — CSA 0.6406 0.6406 0.6960
CSK — BCP 0.5898 0.0928 0.6826 0.3931
CSA — BCP 0.1449 0.1449 0.0237

Table 3 shows the effect overview, including effects, Beta, indirect effect, total effect and
Cohen’s f2. The high beta values mean higher predictive power.

Table 4. Total Effects Inference (n=414)

Effect Original Standard Bootstrap Results Percentile Bootstrap Quantiles
Coefficient
! 1
Mean Standard T-Value P-Value P-Value 0.5% 2.5% 97.5%
Value Error (2-Sided) (1-Sided)
| ! | | | ! | | 1
CSK — CSA 0.6406 0.6432 0.0494 12.9607 0.0000 0.0000 0.4970 0.5480 0.7351
CSK — BCP 0.5898 0.5916 0.0448 13.1498 0.0000 0.0000 0.4634 0.5000 0.6763
CSA — BCP 0.1449 0.1497 0.0580 2.4984 0.0126 0.0063 -0.0026 0.0333 0.2708

1
CSK = Cyber Security Knowledge; CSA = Cyber Security Awareness; BCP = Behavioural Choice Protection

Table 4 shows the total effect influence. The relationship between factors and
outcomes is shown in the effects. The higher original coefficients mean the higher
predictor powers. The standard bootstrap results comprise mean, standard error, T-value,
p-value (2-tailed) and p-value (1-tailed). The percentile Bootstrap Quartiles comprise 0.5%,
2.5% and 97.5%, respectively. The significance level of 95% is accepted at p-values less than
0.05. The significance level of 99% is accepted at a p-value less than 0.01. And the
significance level of 99.9% is accepted at a p-value less than 0.001.
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Figure 2. PLS-SEM Model of the Study (SRMR=0.0853)

According to Figure 2, cyber security knowledge can predict cyber security
awareness at f=0641, p<0.001 (two tails at 0.0000 and one tail at 0.0000). Cyber security
knowledge can predict behavioural choice protection at $=0.590, p<0.001 (two tails at
0.0000 and one tail at 0.0000). Cyber security awareness can predict behavioural choice
protection at $=0.145, p<0.05 (two tails at 0.0126 and one tail at 0.0063). Cyber security
awareness is a significant mediator between cyber security knowledge and behavioural
choice protection by 41.0% (R?=0.410). Overall, the relationship phenomenon can be

explained by 47.8% (R*=0.478).

Assumptions
Table 5. Summary of Hypothesis Testing
Hypotheses Results Actions
| | |

H1: Cyber Security Knowledge — =0.6406 Supported
Cyber Security Awareness at p<0.001
H2: Cyber Security Knowledge — =0.5898 Supported
Behavioural Choice Protection at p<0.001
H3: Cyber Security Awareness — =0.1449 Supported
Behavioural Choice Protection at p<0.05
H4: Cyber Security Awareness is the R*=0.410 Supported
Mediator between Cyber Security Knowledge at p<0.05

and Behavioural Choice Protection

Overall, the relationship phenomenon can be explained by 47.8%

(R?=0.478).
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Table 5 shows the summary of hypothesis testing. Cyber security knowledge
significantly influences cyber security awareness. Cyber security knowledge significantly
influences behavioural choice protection. Cybersecurity awareness significantly influences
behavioural choice protection. Moreover, cyber security awareness is the significant
mediator between cyber security knowledge and behavioural choice protection. Therefore,
H1, H2, H3, and H4 in this study are all supported. Overall, the relationship phenomenon
can be explained by about 47.8% (R?=0.478).

DISCUSSION

The study’s PLS-SEM model confirmed the proposed conceptual framework. The
findings indicate that cyber security knowledge can predict cyber security awareness and
behavioural choice protection. Cyber security awareness can predict behavioural choice
protection. Moreover, cyber security awareness is a significant mediator between cyber
security knowledge and behavioural choice protection. Moreover, the findings supported
the previous research of Bada et al. (2019) and Zwilling et al. (2022) that cyber security
knowledge significantly influences cyber security awareness and behavioural choice
protection. Knowledge and awareness about cyber security were necessary but
insufficient for changing behaviour, and they needed to be combined with other
influencing strategies. It was critical to instil positive cyber security behaviours, which could
lead to thinking becoming a habit and becoming part of a company's cyber security
infrastructure. Furthermore, the findings supported Mamonov and Benbunan-Fich (2018)
that the awareness of information security threats improved behavioural choice protection,
such as increasing the strength of newly chosen passwords. The findings supported the
previous research of Van der Schyff and Flowerday (2021) that security awareness acted as
a mediator for some personality traits. It was discovered that information security
awareness, in particular, acted as an indirect mediator between openness and the
intention to review privacy settings. As users with a high level of openness became more
aware of privacy-related threats (e.g. via privacy news and events), their desire to review
privacy settings increased. Moreover, information security awareness, albeit in a
complementary fashion, mediated the relationship between conscientiousness and
intention to review privacy settings. Therefore, cyber security knowledge and awareness
are vital for influencing behavioural choice protection among Thai mobile banking users.
Hence, banks should devise an effective cybersecurity strategy to meet mobile banking
users' needs and expectations. As a result, the number of mobile banking users may
increase. High business performance will occur.

CONCLUSION

Cyber security knowledge and awareness are crucial to influencing the behaviour of
Thai mobile banking users in terms of protection. To meet the needs and expectations of
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mobile banking users, therefore, banks must develop an effective cyber security strategy.
Consequently, there may be a rise in mobile banking users, and business performance may
increase. Cyber security knowledge could be increased by enhancing perceptions that
personal sharing IDs can also minimise security breaches. Cyber security awareness could
be increased by enhancing awareness of the Cyber Security of mobile banking because it is
essential for the community or society, especially for my family, friends, and relatives.
Behavioural choice protection could be increased by enhancing perceptions about the
usage of registered or recommended hardware and software can be advantageous and
maximise data protection from Malware. Therefore, to develop behavioural choice
protection, cyber security knowledge and awareness should be paid attention to in the
banking industry and any sector.

RESEARCH IMPLICATION

The implications could be applied to any sector in explaining the association
between cybersecurity awareness, knowledge and behavioural choice protection among
mobile banking application customers or other sectors in Thailand. In addition, this study
contributed to the existing body of literature on cybersecurity awareness, knowledge, and
behavioural choice protection. The findings of this study may help academics expand their
research by incorporating additional potential factors. These metrics could guide future
cybersecurity research and its outcomes in the digital era.

LIMITATIONS AND RECOMMENDATIONS

This study employed sampling to explain only mobile banking from customers'
perceptions. It may not cover other sectors. There should be increased sampling in a variety
of industries. This study also consists of a self-administered questionnaire for quantitative
analysis. Thus, more insightful analysis through qualitative research, including observations
and focus groups, could also explain the association between cyber security awareness,
knowledge and behavioural choice protection among mobile banking application
customers or other sectors in Thailand.
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